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AbstrAct

Secure e-government aims at supporting public 
administration in delivering enhanced public 
services. In e-government, electronic signatures 
and certification services are used to invoke trust 
and security in services and applications. Certi-
fication services, however, are often on offer in 
an apparent geographical or contextual isolation 
threatening to create new fault lines across e-
government services that rely on them. As public 
administration often operates at multiple levels 
and in a compartmental manner, the risk is that 
limitations in the interoperability of certification 
services might hamper trust and security in the 
whole value chain of e-government. Drawing 
from the case of small public administrations, this 
chapter proposes a certification service architec-
ture and approach to support interoperability in 
secure e-government services. 

IntroductIon

The promise of e-government for a simplified and 
efficient Public Administration (PA) has been 
regarded by governments worldwide as a means 
to carry out public policy and enhance services 
to citizens and organisations. E-government aims 
at introducing to public administration, informa-
tion, and communication technologies (ICT) at a 
mass scale in a way previously unknown and for 
tasks often impossible to carry out without ICT. 
Online citizens and organizations gain access to 
24/7 services over an array of transactions with 
the PA and often in combination with private 
sector or other third party services. Cross-border 
interoperability is a critical aspect in delivering 
such services. Electronic signatures are an infra-
structure technology upon which e-government 
applications rely to ensure authentication and 
non-repudiation of transactions. While electronic 
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authentication is often associated with identity 
management, non-repudiation is essential for 
critical e-government applications that require the 
undisputed commitment of the signatory. Using 
electronic signatures in cross-border transactions 
across multiple application environments may 
become an awkward experience due to interop-
erability limitations that may lead to setbacks in 
trust. It is therefore becoming critical to allow for 
the seamless validation of electronic signatures in 
multiple application environments. This chapter 
addresses certain issues related to certification 
authority (CA) services across e-government 
infrastructures and it reviews prevailing models 
to assess their suitability for interoperability in e-
government. Emphasis is placed on the suitability 
of these models for applications made available 
by e-government organizations, particularly small 
ones that typically rely on limited resources that 
cannot necessarily sustain demanding deploy-
ments in terms of technology used and organi-
sational cost. In building trusted e-government 
services, grasping the trust requirements of each 
application is an essential prerequisite. Since trust 
is likely to be based on certificate-based services, 
ensuring interoperability across the board is a 
priority for administrations in the Member States 
but also for the European Union (EU) in an ef-
fort to enhance interoperability and encourage 
cross-border deployments. After providing a 
short overview of the state of art, the remainder 
of this chapter presents existing interoperability 
models. Furthermore, this chapter presents a pro-
posed interoperability model that leverages on an 
overarching interoperability capability. 

bAckGround: trust And  
e-Government

While the EU E-Europe initiative has focused on 
government services online, seamless access to 
government information services and decision-
making procedures have also been seen as a prior-

ity (Prins, Eifert, Girot, Groothuis, & Voermans, 
2001). The envisaged application environment 
for e-government seeks to meet the expectations 
of citizens and businesses alike especially with 
regard to providing efficient and cost effective 
e-government services (UNCTAD, 2001). Ap-
plications of e-government aim at citizens and 
business with varying levels of involvement and 
service functionality. These applications may 
often rely on electronic signatures to safeguard 
the transmission of user and transaction data. 
Online e-government services that leverage upon 
electronic signatures for citizens include for 
example: taxation, social security, registration 
services, etc. Typical e-government applications 
that require the identification of organisations 
include social security contributions, corporate 
tax, VAT submissions, company registries, and 
electronic public procurement. More recently, the 
set up of official registries such as those required 
for accountants and companies, also rely on the 
use of electronic signatures. In certain areas a 
drive toward greater cooperation among PAs 
can be observed, that is often motivated by the 
need to service a larger population in the EU 
internal market or leverage upon a greater range 
of services. In some cases, cooperation may also 
be instantiated by interactions at a political level 
that have led to successful deployments, like 
for example, the European Digital Tachograph 
(see, Council regulation (EC) No 2135/98 of 24 
September 1998 amending Regulation (EEC) No 
3821/85 on recording equipment in road transport 
and Directive 88/599/EEC concerning the applica-
tion of Regulations (EEC) No 3820/84 and (EEC) 
No 3821/85). As it can be expected in complex 
transaction areas such as electronic procurement, 
a combination of technologies and a multitude of 
interoperability options have to be taken into con-
sideration to allow for the seamless cooperation 
among PAs and provide appropriate interactions 
with private sector services. In such environments, 
PA processes may require re-designing to ensure 
interoperability and accessibility. 
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