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AbstrAct

Many categories of e-business continue to under-
achieve. Their full value cannot be unlocked while 
key parties distrust the technology or other parties, 
particularly the scheme’s sponsors. Meanwhile, 
the explosion in privacy-intrusive technologies has 
resulted in privacy threats looming ever larger as 
a key impediment to adoption. Technology can be 
applied in privacy-enhancing ways, variously to 
counter invasive technologies, to enable untrace-
able anonymity, and to offer strong, but more 
qualified pseudonymity. After their first decade, 
it is clear that privacy-enhancing technologies 
(PETs) are technically effective, but that their 
adoption lags far behind their potential. As a result, 
they have not delivered the antidote to distrust in 
e-business. If individuals are not spontaneously 
adopting PETs, then the opportunity exists for 
corporations and government agencies to harness 
PETs as a core element of their privacy strategies. 

The financial investment required is not all that 
large. On the other hand, it is challenging to at-
tract the attention of executives to an initiative of 
this nature, and then to adapt corporate culture 
to ensure that the strategy is successfully carried 
through. This chapter examines PETs, their ap-
plication to business needs, and the preparation 
of a business case for investment in PETs.  

INtrODUctION

A substantial technical literature exists that de-
scribes privacy-enhancing technologies (PETs). 
On the other hand, there is a very limited litera-
ture on why organisations should encourage the 
adoption of PETs, invest in their development, 
and provide channels for their dissemination. The 
purpose of this chapter is to present a framework 
within which organisations can develop a business 
case for PETs.
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The chapter commences by considering con-
texts in which trust and distrust of organisations 
by individuals are important factors in the achieve-
ment of organisational objectives. An examination 
is then undertaken of how an organisation’s pri-
vacy strategy can make significant contributions 
to overcoming distrust and achieving trust. The 
role of information technology is then considered, 
including both privacy-invasive technologies 
(“the PITs”), and those that protect and enhance 
privacy. A taxonomy of PETs is presented, which 
distinguishes among mere pseudo-PETs, PETs 
that are designed as countermeasures against 
specific PITs, tools for uncrackable anonymity 
(“savage PETs”), and “gentle PETs” that seek a 
balance between nymity and accountability. Op-
portunities for organisations to incorporate PET-
related initiatives within their privacy strategies 
are examined, and the development of business 
cases is placed within a broader theory of cost-
benefit-risk analysis.

trUst AND DIstrUst

This chapter is concerned with how organisa-
tions construct business cases for the application 
of technology in order to preserve privacy. The 
need for this arises in circumstances in which 
firstly either trust is lacking or distrust inhibits 
adoption, and secondly effective privacy protec-
tions can be a significant factor in overcoming 
the trust gap.

Trust is confident reliance by one party about 
the behaviour of other parties (Clarke, 2002). It 
originates in social settings. Many of the ele-
ments evident in social settings are difficult for 
organisations to replicate in merely economic 
contexts. Hence a great deal of what organisations 
call trust is merely what a party has to depend on 
when no other form of risk amelioration strategy 
is available to them.

If trust can be achieved, then it may become 
a positive driver of behaviour. A more common 

pattern, however, is for distrust to exist. This 
represents an impediment to fulfilment of the 
organisation’s objectives, because it undermines 
the positive impacts of other drivers such as cost 
reductions and convenience.

During their headlong rush onto the Internet 
during the last decade, many organisations have 
overlooked the importance of human values to the 
parties that they deal with. Both consumers and 
small businesspeople feel powerless when they 
deal with larger organisations. They would like to 
have “friends in high places” who can help them 
when they encounter difficulties. They also fear 
the consolidation of power that they see going 
on around them, as governments integrate vast 
data collections, corporations merge and enter 
into strategic alliances, and “public-private part-
nerships” blur organisational boundaries across 
sectors. As a result, distrust is more commonly 
encountered than trust.

One context within which trust is critical is the 
relationship between employers on the one hand, 
and employees and contractors on the other. In 
some countries, particularly the USA, employers 
have been intruding into their employees’ data, 
into their behaviour—not only in the workplace 
but also beyond it—and even into their employees’ 
bodies in the form of substance-abuse testing, and 
even the insertion of identity chips. Such measures 
substitute a power-relationship for loyalty, with 
the result that employees become exactly what 
the employer treats them as—sullen opponents 
who are likely to disclose company secrets and 
even to commit sabotage. The negative impact on 
corporate morale and performance is even more 
marked in the case of staff members on whose 
creativity the organisation depends for innovation, 
because a climate of surveillance and distrust 
chills behaviour and stultifies creative thought 
and action (Clarke, 2006a).

Other contexts in which trust is critical are 
external to the organisation: the various aspects 
of e-business, particularly business-to-consumer 
(B2C) e-commerce, but also e-government 
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