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EXECUTIVE SUMMARY
eVoting is considered to be one of the most challenging domains of modern eGovernment and one of the main 
vehicles for increasing eParticipation among citizens. One of the main obstacles for its wide adoptionis the 
reluctance of citizens to participate in electronic voting procedures. This reluctance can be partially attributed 
to the low penetration of technology among citizens. However, the main reason behind this reluctance is the 
lack of trust which stems from the belief of citizens that systems implementing an eVoting process will violate 
their privacy. The departure point of this approach is that the emergence of such a belief can be consider-
ably facilitated by designing and building systems in a way that evidence about the system’s properties is 
produced during the design process. In this way, the designers can demonstrate the respect in privacy using 
this evidence that can be understood and checked by the specialist and the informed layman. These tools 
and models should provide sufficient evidence that the target system handles privacy concerns and require-
ments that can remove enough of the fears towards eVoting. This paper presents the efforts of the authors‘ 
organization, the Computer Technology Institute and Press “Diophantus” (CTI), towards the design and 
implementation of an eVoting system, called PNYKA, with demonstrable security properties. This system was 
based on a trust-centered engineering approach for building general security critical systems. The authors‘ 
approach is pragmatic rather than theoretical in that it sidesteps the controversy that besets the nature of 
trust in information systems and starts with a working definition of trust as people’s positive attitude towards 
a system that transparently and demonstrably performs its operations, respecting their privacy. The authors 
also discuss the social side of eVoting, i.e. how one can help boost its acceptance by large social groups tar-
geting the whole population of the country. The authors view eVoting as an innovation that must be diffused 
to a population and then employ a theoretical model that studies diffusion of innovation in social network, 
delineating structural properties of the network that help diffuse the innovation fast. Furthermore, the authors 
explain how CTI’s current situation empowers CTI to realize its vision to implement a privacy preserving, 
discussion and public consultation forum in Greece. This forum will link, together, all Greek educational 
institutes in order to provide a privacy preserving discussion and opinion gathering tool useful in decision 
making within the Greek educational system.
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1. ORGANIZATION 
BACKGROUND

The Computer Technology Institute and Press 
“Diophantus” is a research and technology 
organization focusing on research and devel-
opment in Information and Communication 
Technologies (ICT). Particular emphasis is 
placed on education, by developing and deploy-
ing conventional and digital media in education 
and lifelong learning; publishing printed and 
electronic educational materials; administrating 
and managing the Greek School Network; and 
supporting the organization and operation of the 
electronic infrastructure of the Greek Ministry 
of Education, Lifelong Learning and Religious 
Affairs and all educational units. Since its 
establishment in 1985, and in the past decades 
of rapid technological development, CTI has 
actively contributed to many of the advances 
that today are taken for granted.

The Information Society Sectors are the 
organization’s conveying mechanisms of know-
how, in turn supporting the Hellenic State’s 
devolvement into the Information Society. The 
Sectors, which are currently the following, are 
coordinated by the Board of Executives:

•	 Educational Technology Sector;
•	 Networking Technologies Sector;
•	 E-Government Sector;
•	 Center of Telematics & Applications for 

regional development;
•	 Further Education & Training Sector;
•	 Strategic & Development Policy Sector;
•	 Computing & Networking Systems Se-

curity Sector.

The work that resulted in the PNYKA 
system was done in collaboration between 
CTI and EXPERTNET Advanced Applications 
S.A. The work was partially supported by the 
General Secretariat of Research and Technology 
of Greece, under the project PNYKA (project 
code DEL_2, decision 8948/04.05.06, project 

site http://pnyka.cti.gr/), Operational Program 
of Western Greece, 3rd Community Support 
Framework.

With respect to the acceptance of the proj-
ects’ results, on June 13th 2008, CTI submitted 
the PNYKA system at the “eVoting Competition 
2008” organized by the Competence Center for 
Electronic Voting and Participation sponsored 
by Internet Foundation Austria (IFA). The 
Competition targeted non-commercial, internet 
eVoting systems fully developed using open 
source tools and takes place for the first time in 
Europe. The PNYKA system was awarded the 
first prize from among numerous submissions 
from all over Europe.

2. SETTING THE STAGE

During the last decades, we have witnessed a 
rapid growth of Information and Communica-
tion Technologies (ICTs) as well as the diffu-
sion of Internet in people’s lives. These facts, 
in conjunction with the need for more efficient 
and economical government services have led 
to an increase of eGovernment services in many 
countries. In this context, democratic societies 
face the challenge to improve public participa-
tion in political debate and policy formation 
processes, realizing the concept of ePartici-
pation. One of the most important and critical 
facets of eParticipation is Electronic Voting or 
eVoting. eVoting has attracted lately the atten-
tion of many governments as an alternative to 
conventional voting with the hope to increase 
citizens’ participation and reduce the costs.

While eParticipation initiatives have been 
deployed across the EU with mixed results so 
far, some encouraging signs come from few but 
important eVoting initiatives (see, also, Susha & 
Grönlund, 2012, for an interesting recent effort 
to systematize the study of the eParticipation 
domain as well as Sæbø et al. (2008), who at-
tempt to provide a formal model for defining 
and studying eParticipation). In Switzerland, 
eVoting and especially Internet voting, was 
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