701 E. Chocolate Avenue, Suite 200, Hershey PA 17033-1240, USA
Tel: 717/533-8845; Fax 717/533-8661; URL-http://www.idea-group.com

: IDEA GROUP PUBLISHING ITB13046

This paper appears in the publication, Digital Crim and Forensic Science in Cyberspace
edited by Panagiotis Kanellis, Evangelos Kiountouzis, Nicholas Kolokotronis, and Drakoulis Martakos© 2006, Idea Group Inc.

Chapter Xl 11

ForensicComputing:
T heProblem of
Developinga
Multidisciplinary
University Course

Bernd Carsten Stahl, De Montfort University, UK
Moira Carroll-Mayer, De Montfort University, UK

Peter Norris, De Montfort University, UK

Abstract

Inorder to beableto addressissuesof digital crimeand forensic sciencein cyber space,
there is a need for specifically skilled individuals. These need to have a high level of
competencein technical matters, but they must also be ableto eval uate technical issues
with regards to the legal environment. Digital evidence is worth nothing if it is not
presented professionally to a court of law. This chapter describes the process of
designing a university course (afull undergraduate BSc degree) in forensic computing.
The aim of the chapter is to present the underlying rationale and the design of the
course. It will emphasise the problem of interdisciplinary agreement on necessary
content and the importance of the different aspects. It is hoped that the chapter will
stimulate debate between individuals tasked with designing similar academic
endeavours and that this debate will help us come to an agreement what the skills
requirement for forensic computing professionals should be.
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The fact that cyberspace increasingly is turning into a place where criminal acts are
committed requires law enforcement agencies, businesses and other organizations to
devel op new competences. Thismeansthat either existing personnel will haveto develop
new skills or that new personnel with specific skills will have to be employed. These
alternativesrequirefacilitiesthat allow peopletolearntheskillsrequired for dealingwith
computer crime and digital evidence. The evolving sophistication of computer crime,
together with the methodsand tool srequired to detect and deal withit, demandthetimely
development of new university programs. It isthe purpose of this chapter to recount the
development of a new undergraduate course! in forensic computing in the School of
Computing of De Montfort University, Leicester, UK (DMU). The chapter will start by
providing ageneral background of the rationale for starting the course. It will go on to
describe the requirements and organizational constraints that shaped the outline of the
course. The chapter will then overview the topicsto which students must be exposed in
order todischargetheir professional responsibilities. Finally the chapter will discussthe
implementation of the forensic computing course and reflect upon the problemsarising
duetoits complex and multi-disciplinary nature.

The chapter should prove interesting to readers of the book for several reasons. Among
these isthe fact that the chapter moves beyond the theoretical and academic discussion
to deal with the important question of how forensic computing can be taught with
requisiteemphasisuponthepractical, legal, and ethical issuestowhichit givesrise. The
chapter raises the problem of where those professionals with the skills necessary to
addresstheissuesof forensic computing will comefrom and of how auniversity candeal
with the challenge of setting up and teaching degree courses in the field. More
importantly, the chapter reflectsupon theinterdisciplinary nature of forensic computing
andtheproblemsto whichthisgivesriseinthedesignand delivery of forensic computing
courses. Competition for resources between the technical, legal, and professional
componentsof the degreeisgenerated by thecompl exitiesof forensic computing. Which
skillsandtowhat degree arethese needed by ahigh-technology crimeinvestigator? How
much technological knowledgeis necessary and how much knowledge of the law does
aforensic computer scientist need?Who can count asan expert witnessinacourt of law?
These questionslead to greater questions: What isthe role of computersin society, the
function and purpose of the law, and ultimately to the deep question of how may we, as
societies, design our collectivelives. Whilewe cannot answer these questions compre-
hensively here, it isimportant to stress the role they must play in the development of a
successful forensic computing course.
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