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Abstract

The advancement of multimedia and communication systems has not only provided
faster and better communicationfacilitiesbut al so facilitated easier meansto organized
crime. Concernabout national security hasincreased significantly intherecent years
due to the increase in organized crimes, leading to increasing amounts of data
available for investigation by criminal analysts. The opportunity to analyze this data
to determine patterns of criminal behavior, monitor, and predict criminal activities
coexi stswith thethreat of infor mation overload. Alarge amount of information, which
isstoredintextual and unstructured form, containsa val uabl e untapped sour ce of data.
Data mining and text mining are two key technologies suited to the discovery of
underlying patterns in large data sets. This chapter reviews the use of text mining
techniquesin crimedetection projectsand describesin detail thetext mining approach
used in the proposed ASKARI project.
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A recent report fromthe Home Officestatesthat combating organized crimeal one costs
theUnited Kingdom (UK) about £40 billion ayear (Sandford, 2004). Thisbudget hasbeen
used by institutions like the security organizations, law enforcement agencies, and
intelligence agencies such as CIA, FBI, and MI15 to dynamically collect and analyze
information, andinvestigate organized crimeactivitiesin order to prevent future attacks.
Theseinstitutions store large amounts of data; recent research has shown that almost
80% of most organizations informationiscontainedintext documents(Sullivan, 2001,
Tan, 1999), whereastheamount of text/\Web mining effortsdo not exceed 7% (Drewes,
2002). The speed of security, without information lag, is necessary and requires
organizationsto maketimely and effective decisions. Security organizationsacknowl-
edge the need for their textual -based tasks to be organized, managed, and deployed
around aset of self-evolving processes, using newly emerging knowledgediscovery and
agent systemstoidentify, track, extract, classify, and discover patternsintheir corporate
databases so that they can be used to generate alertsor crime event notification in real -
time. Therefore aclear challengefacing theseinstitutionsishow to make effective use
of these emerging technologies to assist their intelligence analysts in detecting and
anticipating organized crimes, and empower them with powerful toolsthat can identify
patterns, monitor detectable clues across diverse document sources, build behavioral
models, and thusimprovedecisi on making.

Despitethe sudden increasein organized criminal activitiesin therecent years, thereis
still nogenerally accepted definition of organized crime. In order tofight it locally and
internationally, we need to understand the common featuresthat characterize the way
inwhich organized criminal soperate, aswell ashow todistinguish organi zedcrimesfrom
other crime. Wedefine organized crimeasa (structured or not structured) group of two
or morepeopleexistingfor aperiod of timeand actingin concert withtheaim of committing
oneor moreseriouscrimesthat aremotivated by politics, religion, race, or financial gain
(Organised Crimein South Africa, 1998). Organized crime canincludeterrorism, drug
trafficking, fraud, gang robberies, and other group-oriented criminal activities. A terrorist
incidentisperceivedtobesignificantif it resultsin lossof life, seriousinjuryto persons,
and/or major property damage. Terrorismactivitiesin particular haverisen rapidlyfor the
past six years, asshown in Figure 1, which highlightstwomajor incidents between 1998
and 2003. The highest number of casualtiesisthe 1998 attacksin Africa; these attacks
included the bombings of USA embassiesin East Africaand other different attacksin
theregion. Thesecond isthe September 11, 2001 attacksinthe USA. A number of recent
attackshave followed namely thebombing of Madridrail network in May 2004 and the
attackson London transport systemin July 2005. Theseattackshavesignificantly raised
many countries’ concerns about national security.

Thisproliferation of organized crimeand thethreat of global terrorism haveledto the
ever-growing volume, variety, and complexity of data captured for analysis. Some
intelligence data sources are growing at therate of four petabytes per month now, and
therate of growth isincreasing. Thechallenge of today liesnolonger in the storageand
retrieval of data, but in our ability to scan through huge amounts of information and
extracting theright information for theright person at theright time.
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