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Chapter  8

INTRODUCTION

One of the major challenges of managing an in-
formation system and its resources is to provide 
appropriate measures to protect these systems. 
Information security has become an established 
discipline as more and more businesses real-
ize its value. Many surveys have indicated the 
importance of protecting valuable information 
and an important aspect that must be addressed 

in this regard is information security awareness. 
Information security awareness is about enabling 
all participants in the information security func-
tion to clearly understand the role they play and 
are aware of the rules and regulations they are 
expected to adhere to.

Recent research indicates that life has become 
more interconnected than ever. As reported by 
the Pew Internet and American Life Project 
(Kennedy et al., 2008) the traditional American 
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nuclear family now have the highest concentration 
of interconnected gadgets and devices. A similar 
situation exists in the UK and Europe (Staksrud 
et al., 2007) where children are growing up with 
Web 2.0 and the interactive web while, on the 
other hand, adults are still struggling to understand 
and incorporate their use in their lives. At the 
same time, the volume and nature of information 
security threats have evolved targeting mainly the 
weakest link, which is the end-user (Schneiner, 
2000; Hinde, 2004; ENISA, 2008). It is understood 
that good security cannot be achieved by techni-
cal means alone. Online users, in order to protect 
themselves, must have a solid understanding of the 
required security measures (Shuhaili et al., 2010).

There are several sectors where information 
security awareness has received increased atten-
tion, namely government, industry and academia 
(Bishop, 2000; Yasinsac, 2002). The academic 
sector is one that regularly addresses informa-
tion security awareness. This sector consists of 
academic institutions (colleges, universities, 
technical schools, schools of secondary educa-
tion or high schools, etc.), that belong to public 
or private education, and have as their primary 
aim to provide learners with all the necessary 
skills and knowledge for their future occupations. 
These may include information security as their 
primary or secondary focus. The role of academic 
institutions in information protection is vital and 
has received a lot of attention from researchers 
worldwide (Williams, 2004). Since the use of 
information technology is an essential require-
ment for all university students, the information 
security curriculum must be designed to support 
the needs of students undertaking non-IT courses 
who are interested in learning how to protect their 
information assets and resources (Hentea et al., 
2006). There are a lot of non-computing disci-
plines that are closely related with the protection 
of information (Bishop et al., 2005). Because 
many successful security intrusions are the result 
of either social engineering or user complacency, 
there is a need for students in non IT-related 

disciplines to become as security literate as pos-
sible. Therefore, it is important to investigate the 
potential of raising security awareness within the 
existing education systems.

As a first step towards this goal, the proposed 
research investigates the level of security aware-
ness amongst the online population. For this reason 
sample data from a university environment was 
used in order to examine the state of information 
security awareness in the academic sector and 
investigate the awareness needs of students in 
order to (1) support them during their time of 
study, (2) prepare them for the workplace, and 
(3) protect them in their wider personal use of IT 
systems. The paper starts with a background sec-
tion that reviews current activity in the information 
security awareness domain and public awareness 
initiatives. Then the survey results are presented 
and interpreted using the following sub-sections: 
(1) background information, (2) use of IT and the 
Internet, (3) security knowledge and perceptions, 
and (4) security practices and behaviors. The 
paper completes with a discussion and conclu-
sion section.

Since information technology grows at a rapid 
pace, it is important for the academic sector to 
identify new trends and developments in informa-
tion security and adapt the curricula appropriately. 
There is a need to integrate security awareness into 
education. As a first step towards this process, it 
is important to investigate the level of awareness 
amongst the online population. This will ensure 
that learners are kept up to date with new develop-
ments and trends in information security.

CURRENT ACTIVITY AT THE 
INFORMATION SECURITY 
AWARENESS DOMAIN

The importance of information security awareness 
and training in order to secure critical organiza-
tional or personal information resources has been 
raised by many organizations.
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