138

Chapter 10

Probabilistic Evaluation of SMS

Messages as Forensic Evidence:
Likelihood Ratio Based Approach
with Lexical Features

Shunichi Ishihara
Australian National University, Australia

ABSTRACT

This study is one of the first likelihood ratio-based forensic text comparison studies in forensic author-
ship analysis. The likelihood-ratio-based evaluation of scientific evidence has started being adopted in
many disciplines of forensic evidence comparison sciences, such as DNA, handwriting, fingerprints,
footwear, voice recording, etc., and it is largely accepted that this is the way to ensure the maximum
accountability and transparency of the process. Due to its convenience and low cost, short message
service (SMS) has been a very popular medium of communication for quite some time. Unfortunately,
however, SMS messages are sometimes used for reprehensible purposes, e.g., communication between
drug dealers and buyers, or in illicit acts such as extortion, fraud, scams, hoaxes, and false reports of
terrorist threats. In this study, the author performs a likelihood-ratio-based forensic text comparison
of SMS messages focusing on lexical features. The likelihood ratios (LRs) are calculated in Aitken and
Lucy’s (2004) multivariate kernel density procedure, and are calibrated. The validity of the system is
assessed based on the magnitude of the LRs using the log-likelihood-ratio cost (C, ). The strength of
the derived LRs is graphically presented in Tippett plots. The results of the current study are compared
with those of previous studies.

INTRODUCTION

Due to a continuous increase in the use of mo-
bile phones, the short message service (SMS) is
more and more becoming a common medium of
communication. Unfortunately, its convenience,
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low cost and high visual anonymity can be ex-
ploited, with SMS messages sometimes used in,
for example, communication between drug deal-
ers and buyers, or illicit acts such as, extortion,
fraud, scams, hoaxes, false reports of terrorist
threats, and many more. SMS messages have been
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reportedly used as evidence in some legal cases
(Cellular-news, 2006; Grant, 2007), and it is not
difficult to predict that the use of SMS messages
as evidence will increase. The development of the
SMS Management and Information Retrieval Kit
(Baggili, Mohan, & Rogers, 2010) highlights the
importance of SMS messages for crime investiga-
tion and as evidence.

That being said, there is a large amount of
research on forensic authorship analysis in other
electronically-generated texts, such as emails (De
Vel, Anderson, Corney, & Mohay, 2001; Igbal,
Hadjidj, Fung, & Debbabi, 2008), whereas forensic
authorship analysis studies specifically focusing
on SMS messages are conspicuously sparse (cf.
Ishihara, 2011; Mohan, Baggili, & Rogers, 2010).

The forensic sciences are experiencing a para-
digm shift in the evaluation and presentation of
evidence (Saks & Koehler, 2005). This paradigm
shift has already happened in forensic DNA
comparison. Saks and Koehler (2005) fervently
suggest that other forensic comparison sciences
should follow forensic DNA comparison, which
adopts the likelihood-ratio framework for the
evaluation of evidence. The use of the likelihood-
ratio framework has been advocated in the main
textbooks on the evaluation of forensic evidence
(e.g.,Robertson & Vignaux, 1995) and by forensic
statisticians (e.g., Aitken & Stoney, 1991; Aitken
& Taroni, 2004). However, despite the fact that
the likelihood-ratio framework has started mak-
ing inroads in other fields of forensic comparison
sciences, such as fingerprint (Choi, Nagar, & Jain,
2011; Neumannetal.,2007), handwriting (Bozza,
Taroni, Marquis, & Schmittbuhl, 2008; Marquis,
Bozza, Schmittbuhl, & Taroni, 2011) and voice
(Morrison, 2009), we are somewhat behind in this
trend in forensic authorship analysis.

Thus, emulating forensic DNA comparison,
the current study is a forensic comparison of SMS
messages using the likelihood-ratio framework.
Focusing on the lexical features of SMS mes-
sages, we test a forensic text comparison system.

The validity of the system is assessed using the
log-likelihood-ratio-cost function (C, ) which was
originally developed for use in automatic speaker
recognition systems (Briimmer & du Preez,
20006), and subsequently adopted in forensic voice
comparison (Morrison, 2011). The strength of
likelihood ratios (= strength of evidence) obtained
from SMS messages is graphically presented us-
ing Tippett plots.

FORENSIC AUTHORSHIP ANALYSIS

Profiling, Identification,
and Verification

Forensic authorship analysis can be broadly clas-
sified into the subfields of authorship profiling,
authorship identification and authorship verifica-
tion. In order to clarify where the current study
stands, commonly-held descriptions of the tasks
of these subfields are concisely given:

1. Authorship profiling summarises the socio-
linguistic characteristics, such as gender,
age, occupation, educational and cultural
background, of the unknown author (of-
fender) of the (illicit) document in question
(Stamatatos, 2009, p. 539).

2. Thetask of (forensic) authorship identifica-
tionis toidentify the most likely author (sus-
pect) of a given (incriminating) document
from a group of candidate authors (suspects)
(Igbal, Binsalleeh, Fung, & Debbabi, in
press, p. 3).

3. Thetaskof (forensic) authorship verification
is to determine or verify if a target author
(suspect) did or did not write a specific
(incriminating) document (Halteren, 2007,

p- 3).

Using the conventional terminology, the cur-
rentstudy is one of forensic authorship verification.
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