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ABSTRACT

To satisfy customer demand for a high performance “global” mobility service, network operators are
facing the need to evolve to a converged “all-IP” centric heterogeneous access infrastructure. However,
the integration of such heterogeneous access networks brings major mobility issues. Dynamic service
bootstrapping and authorization mechanisms must be in place to efficiently deploy a mobility service,
which will allow only legitimate users to access the service. Authentication, access, and accounting
based authentication mechanisms like Extensible Authentication Protocol (EAP) incur signalling over-
heads due to large Round Trip Times (RTTS). As a result, overall handover latency also increases. A fast
re-authentication scheme is presented in this chapter, which utilizes IEEES802.21 Media Independent
Handover (MIH) services to minimize the EAP authentication process delays and reduce the overall
handover latency. In this way, it is shown that the demands mobility places on availability can broadly
be met, leaving only the generic issues of Internet availability.

INTRODUCTION

In order to satisfy the demand for high bit rate
services to be available in real-time in mobility
and globally, network operators (Internet Service
Providers (ISPs), carriers, mobile operators, etc.)
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are facing the need to evolve to a converged “all-
IP” centric heterogeneous access infrastructure
generally referred to as aNext Generation Network
(NGN). For network professionals, NGNs will
potentially allow company staff to access corpo-
rate network or outsourced real-time applications
away from the office while mobile. This has major
implications for situational awareness. Network
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professionals would need to monitor the use of
such resources in real-time by company staff who
are out of the office and on the move. However,
the starting point for all discussions associated
with business critical information services over
the Internet is availability. In the context of NGNs
use of real-time applications in mobility is criti-
cally dependent on stringent QoS requirements
being met. Roaming often implies a temporary
service disruption due to handover from one Point
of Attachment (PoA) to another. Authentication,
Access and Accounting (AAA) based authentica-
tion mechanisms like Extensible Authentication
Protocol (EAP) incur signalling overheads due to
large Round Trip Times (RTTs) and as a result
overall handover latency also increases. Such
disruption is unacceptable for potentially busi-
ness critical applications such as Voice over IP
(VoIP), video conferencing, streaming media, etc.
In this chapter a fast re-authentication scheme is
presented in which utilizes IEEE802.21 Media
Independent Handover (MIH) services to mini-
mize the EAP authentication process delays and
as a result reduce the overall handover latency.
Therefore, it is shown that the demands mobility
places on availability can broadly be met leaving
only the generic issues of Internet availability. For
situational awareness authentication of all users
of the network is an absolute requirement. For
users accessing company provided resources out
of the office on a NGN there will be two steps to
authenticating users, first the user must be authen-
ticated by the NGN, then the corporate network
must authenticate users of resources it provides
who are accessing those resources over a NGN.

In presenting a fast re-authentication scheme
this chapter shows that the overall handover
procedure across integrated IP-based access
networks is a very complicated process, which
occurs at almost every layer of the protocol stack.
In order to perform an intelligent and optimized
handover, it is essential to exchange and utilize
cross-layer information between different layers

540

of the protocol stack. Even when intelligent and
optimised handover is enabled the complexity of
the process will raise major challenges for situ-
ational awareness. For NGN operators the first
challenge will be the need to educate their own
analysts as to the nature of, and the risks posed by,
the process. For corporate network professionals
the challenge will be to find ways of working with
NGN operators to obtain the assurances they need
to make their resources available in real-time to
company employees who away from the office
and on the move. These assurances could include
the provision of information related to company
employees’ use of the network.

Mobile IPv6 (MIPv6) and Fast Mobile IPv6
(FMIPv6) have been specified by the Internet En-
gineering Task Force (IETF) as mobility standards
to tackle the issues associated with handover laten-
cies at the IP (i.e. Layer 3 (L3)) layer. Similarly,
there are media specific mechanisms intended to
improve the Layer 2 (L2) handover, such as, the
handover optimization in 802.16e and the fast Base
Station (BS) transitionin 802.11r (Goldman 2008).
Also, the IEEE802.21 Working Group (WG) has
developed a standard for cross-layer interactions
to enable handover and interoperability between
heterogeneous network types including both 802
and non 802 networks.

Wireless handover between PoAs (Access
Points (APs), Base Stations (BSs)) is typically
an intrinsic process that involves several layers of
protocol execution, whichresults in long latencies
causing undesirable service disruptions. It must
be noted that additional latencies are incurred
for networks, or a mesh of integrated networks,
due to AAA services. EAP based solutions will
play a fundamental role in NGNs by providing a
generic authentication framework. However, such
solutions are responsible for contributing signifi-
cantly to the overall handover latency. This is due
to the fact that, existing EAP implementations
run a full EAP method (a very time-consuming
process) when a Mobile Node (MN) encounters



21 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/ieee802-assisted-fast-authentication-
scheme/75046

Related Content

On Implementation of Open Standards in Software: To What Extent Can ISO Standards be
Implemented in Open Source Software?

Bjorn Lundell, Jonas Gamalielssonand Andrew Katz (2015). International Journal of Standardization
Research (pp. 47-73).
www.irma-international.org/article/on-implementation-of-open-standards-in-software/148742

X: act

Erik Wustner, Peter Buxmannand Sven Schade (2005). International Journal of IT Standards and
Standardization Research (pp. 15-28).

www.irma-international.org/article/act/2565

In Pursuit of Interoperability

Scott Moseley, Steve Randalland Anthony Wiles (2006). Advanced Topics in Information Technology
Standards and Standardization Research, Volume 1 (pp. 321-336).
www.irma-international.org/chapter/pursuit-interoperability/4670

An Electronic Contract Signing Protocol Using Fingerprint Biometrics

Harkeerat Bedi, Li Yangand Joseph M. Kizza (2013). IT Policy and Ethics: Concepts, Methodologies, Tools,
and Applications (pp. 635-661).
www.irma-international.org/chapter/electronic-contract-signing-protocol-using/75050

A Data Model for Describing and Exchanging Personal Achieved Learning Outcomes (PALO)
Jad Najjar, Michael Dernt, Tomaz Klobucar, Bernd Simon, Michael Totschnig, Simon Grantand Jan M.
Pawlowski (2013). Innovations in Organizational IT Specification and Standards Development (pp. 296-
311).

www.irma-international.org/chapter/data-model-describing-exchanging-personal/70706



http://www.igi-global.com/chapter/ieee802-assisted-fast-authentication-scheme/75046
http://www.igi-global.com/chapter/ieee802-assisted-fast-authentication-scheme/75046
http://www.irma-international.org/article/on-implementation-of-open-standards-in-software/148742
http://www.irma-international.org/article/act/2565
http://www.irma-international.org/chapter/pursuit-interoperability/4670
http://www.irma-international.org/chapter/electronic-contract-signing-protocol-using/75050
http://www.irma-international.org/chapter/data-model-describing-exchanging-personal/70706

