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ABSTRACT

This chapter introduces trust modeling and trust management as a means of managing trust in digital

systems. Transforming from a social concept of trust to a digital concept, trust modeling and manage-

ment help in designing and implementing a trustworthy digital system, especially in emerging distributed

systems. Furthermore, the authors hope that understanding the current challenges, solutions and their

limitations of trust modeling and management will not only inform researchers of a better design for

establishing a trustworthy system, but also assist in the understanding of the intricate concept of trust

in a digital environment.

INTRODUCTION

Trust plays a crucial role in our social life. Our
social life is characterized by the trust relation-
ships that we have. Trust between people can be
seen as akey component to facilitate coordination
and cooperation for mutual benefit. Social trust
is the product of past experiences and perceived
trustworthiness. We constantly modify and
upgrade our trust in other people based on our
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feelings in response to changing circumstances.
Often, trust is created and supported by a legal
framework, especially in business environments
or when financial issues are involved. The frame-
work ensures that misbehavior can be punished
with legal actions and increases the incentive to
initiate a trust relationship. The legal framework
decreases the risk of misbehavior and secures
the financial transactions. With the rapid growth
of global digital computing and networking
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technologies, trust becomes an important aspect
in the design and analysis of secure distributed
systems and electronic commerce. However,
the existing legal frameworks are often focused
on local legislation and are hard to enforce on
a global level. The most popular examples are
email spam, software piracy, and a breach of
warranty. Particularly, because legal regulation
and control cannot keep pace with the develop-
ment of electronic commerce, the extant laws
in conventional commerce might not be strictly
enforceable in electronic commerce. In addition,
resorting to legal enforcement in electronic com-
merce might be impracticably expensive or even
impossible, such as in the case of micro payment
transactions (Ba, Whinston, & Zhang 1999). This
raises the importance of trust between interacting
digital entities. People cannot assume that the
legal framework is able to provide the needed
trustworthiness for their digital relationships, for
example, for an electronic transaction purpose. It
has been a critical part of the process by which
trust relationships are required to develop in a
digital system. In particular, for some emerging
technologies, such as MANET (Mobile Ad Hoc
Networks), P2P (Peer-to-Peer) computing, and
GRID virtual systems, trust management has been
proposed as a useful solution to break through
new challenges of security and privacy caused
by the special characteristics of these systems,
such as dynamic topology and mobility (Lin, Joy,
& Thompson, 2004; Yan, 2006; Yan, Zhang, &
Virtanen 2003).

Trust is a very complicated phenomena at-
tached to multiple disciplines and influenced by
many measurable and non-measurable factors. It
is defined in various ways for different purposes
and cultures, even though in information technol-
ogy area. Thereby, itis difficult to have acommon
definition for this comprehensive concept.

Establishing a trust relationship in digital net-
working environment involves more aspects than
in the social world. This is because communica-
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tions in the computing network rely on not only
relevant human beings and their relationships,
but also digital components. On the other hand,
the visual trust impression is missing and need
somehow to be compensated. Moreover, itis more
difficult to accumulate accurate information for
trust purposes in remote digital communications
where information can be easily distorted or faked
identities can be created. The mapping of our social
understanding of trust into the digital world and
the creation of trust models that are feasible in
practice are challenging. Trust is a special issue
beyond and will enhance a system security and
personal privacy. Understanding the trust relation-
ship between two digital entities could help select-
ing and applying feasible measures to overcome
potential security and privacy risk. From social
trust to digital trust, how can trust theory help in
designing and implementing a trustworthy digital
system? The literature suggests the usage of trust
modeling and management. This book chapter
aims to help readers understanding trust modeling
and management in the emerging technologies.
The reader is guided from the creation of a digital
trust concept to the deployment of trust models
for trust management in a digital environment.

BACKGROUND

The problem to create trust in the digital envi-
ronment has led to a number of approaches, for
example, expressing and modeling trustin adigital
way, evaluating trustin areputation system, rating
agencies, certificate authorities that equip trading
partners with certificates as trusted providers
and brokers, trustworthy user interface design,
and so on. Current academic and industrial work
related to trust covers a wide area of interest
ranging from such aspects as perception of trust,
cryptographic-security enforced trust solutions,
trust modeling, and trust management to trusted
computing activities.
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