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INTRODUCTION

According to the report by Anderson and Rainie 
(2010), 71% of interviewed people agreed with 
the statement:

By 2020, most people won’t do their work with 
software running on a general-purpose PC. In-
stead, they will work in Internet-based applications 
such as Google Docs, and in applications run from 
Smartphones. Aspiring application developers will 
develop for Smartphone vendors and companies 

that provide Internet-based applications, because 
most innovative work will be done in that domain, 
instead of designing applications that run on a 
PC operating system. 

This report shows the growing trend of using 
elastic computing power offered by the Cloud 
provided as a commodity.

Garfinkel (2010) states that “the growing size 
of storage devices means that there is frequently 
insufficient time to create a forensic image of a 
subject device, or to process all of the data once 
it is found,” which he has listed as one of the key 
challenges for computer forensics today. This 
chapter aims to propose a Forensic as a Service 
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ABSTRACT

Cloud computing as a paradigm shift is transforming how services are being delivered. In this chapter, 
the authors present a Forensics as a Service (FaaS) model using cloud computing to deliver forensic 
services. This model leverages the flexibility, elasticity, and dynamics of cloud computing, and is af-
fordable for business, government, or individuals in need, due to its reduced cost. It also addresses the 
challenge of processing a large volume of forensic data by using MapReduce and distributed computing.
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(FaaS) model to address this challenge using the 
cloud computing infrastructure. Our model of 
FaaS shows how to use the MapReduce computa-
tion model for solving everyday forensics tasks, 
delivered through the Cloud. Our settings allow 
the use of public or private clouds to perform 
these tasks.

In this chapter, we will first briefly discuss Ma-
pReduce programming model and Forensics as a 
Service. We will then present our FaaS model with 
evaluation and validation, followed by discussions 
on the security, legal, economic and governmental 
implications of this proposed model.

BACKGROUND

MapReduce

MapReduce is a distributed programming para-
digm, developed by Google to simplify the devel-
opment of scalable, massive parallel applications 
that process terabytes of data on large commodity 
clusters.

Programs written in this functional style are 
automatically parallelized and executed on a large 
cluster of commodity machines. The run-time 
system takes care of the details of partitioning 

the input data, scheduling the program’s execu-
tion across a set of machines, handling machine 
failures, and managing the required inter-machine 
communication. This allows programmers with-
out any experience with parallel and distributed 
systems to easily utilize the resources of a large 
distributed system. (Dean & Ghemawat, 2004)

Users specify a map function that processes 
a key/value pair to generate a set of intermediate 
key/value pairs, and a reduce function that merges 
all intermediate values associated with the same 
intermediate key. Many real world tasks are ex-
pressible in this model, including forensics tasks 
(string operations, image processing, statistical 
analysis, etc.) (Roussev, Wang, Richard III, & 
Marziale, 2009).

The canonical example application of Ma-
pReduce is a process to count the appearances 
of each different word in a set of documents (see 
Algorithm 1).

In this example retrieved from Dean and Ghe-
mawat (2004), each document is split into words, 
and each word is counted initially with a “1” 
value by the Map function, using the word as the 
result key. The framework puts together all the 
pairs with the same key and feeds them to the 
same call to Reduce, thus this function just needs 

Algorithm 1. Canonical example application of MapReduce

void map(String name, String document): 

  // name: document name 

  // document: document contents 

  for each word w in document: 

    EmitIntermediate(w, “1”);  

void reduce(String word, Iterator partialCounts): 

  // word: a word 

  // partialCounts: a list of aggregated partial counts 

  int result = 0; 

  for each pc in partialCounts: 

    result += ParseInt(pc); 

  Emit(AsString(result));



 

 

20 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/forensics-service/73967

Related Content

Female and Male Hacker Conferences Attendees: Their Autism-Spectrum Quotient (AQ) Scores

and Self-Reported Adulthood Experiences
Bernadette H. Schelland June Melnychuk (2011). Corporate Hacking and Technology-Driven Crime: Social

Dynamics and Implications  (pp. 144-169).

www.irma-international.org/chapter/female-male-hacker-conferences-attendees/46424

Efficient and Reliable Pseudonymous Authentication
Giorgio Calandrielloand Antonio Lioy (2012). Cyber Crime: Concepts, Methodologies, Tools and

Applications  (pp. 571-586).

www.irma-international.org/chapter/efficient-reliable-pseudonymous-authentication/60969

A Framework for Digital Forensics and Investigations: The Goal-Driven Approach
Benjamin Aziz, Clive Blackwelland Shareeful Islam (2013). International Journal of Digital Crime and

Forensics (pp. 1-22).

www.irma-international.org/article/a-framework-for-digital-forensics-and-investigations/83486

Disaggregating the Journey to Homicide
Elizabeth Groffand J. Thomas McEwen (2005). Geographic Information Systems and Crime Analysis (pp.

60-83).

www.irma-international.org/chapter/disaggregating-journey-homicide/18817

Electronic Health Records: A Literature Review of Cyber Threats and Security Measures
Donna S. McDermott, Jessica L. Kamererand Andrew T. Birk (2019). International Journal of Cyber

Research and Education (pp. 42-49).

www.irma-international.org/article/electronic-health-records/231483

http://www.igi-global.com/chapter/forensics-service/73967
http://www.irma-international.org/chapter/female-male-hacker-conferences-attendees/46424
http://www.irma-international.org/chapter/efficient-reliable-pseudonymous-authentication/60969
http://www.irma-international.org/article/a-framework-for-digital-forensics-and-investigations/83486
http://www.irma-international.org/chapter/disaggregating-journey-homicide/18817
http://www.irma-international.org/article/electronic-health-records/231483

