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ABSTRACT

Information infrastructures are an eclectic mix of open and closed networks,
private and public systems, the Internet, and government, military, and civilian
organisations. Significant efforts are required to provide infrastructure
protection, increase cooperation between sectors, and identify points of
responsibility. The threats to infrastructures are many and various, and are
increasing daily: information warfare, hackers, terrorists, criminals, activists,
and even competing organisations all pose significant threats that cannot be
sufficiently dealt with using the current infrastructure model. We present a
National Information Infrastructure model that is based on defence against
threats such as information warfare.
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INTRODUCTION

I nformation technol ogy hasremoved many of thetraditional barriersthat exist
between organi sations, both nationally andinternationally. Aslinksareformedwithin
and between organisations, resources, services, and information areintegrated into
infrastructures of interrelated, interoperable, and interconnected elements. These
infrastructures have rapidly grown to incorporate not only equipment and services,
but elements deemed critical for survival or necessary for national capability.

Information infrastructures have become necessary and vital elements for
nationsworldwide, and arean eclectic mix of open and closed networks, privateand
public systems, the Internet, and government, military, and civilian organisations.
They are important vehicles for the generation of wealth, and can influence the
power and capability not only of organisations, but also nations (Westwood, 1996).
However aproblemwith many infrastructuresisthat they areexcessive, continually
growing, regularly reconfigured and reengineered, and lack suitable staff and
resources to oversee them (Brock, Jr., 2000). With the growing trend for private
ownership of critical infrastructure el ements, responsibility shiftsfrom government
to private organisationsand rai sesissuesof whoisinvolved, what their responsibili-
tiesandrequirementsare, and determining afocal point of authority for infrastructure
control (Cordesman, 2000; PCCIP, 1997b; Waltz, 1998).

Numerous countries have developed national information infrastructures to
reap the benefitsthey offer. However, with the growing demand on theseinfrastruc-
tures, along with the reliance and dependability on their operation, the threats and
vulnerabilitiesthey face have alsoincreased (Stagg & Warren, 2001). Thisrequires
new methods of protection and security, especialy when dealing with new and
emerging threats such as information warfare.

NATIONAL INFORMATIONINFRASTRUCTURE

A National Information Infrastructure (NI1) has been defined as a system of
high-speed telecommunications networks, databases, and advanced computer
systems that make electronic information widely available and accessible
(OMB, 1995). It has also been described as an inchoate, multidimensional
phenomenon, a turbulent and controversial mix of public policy, corporate
strategies, hardware and software that shapes the way consumers and citizens
use information and communications (Wilson, 1997).

Defining and describing an NIl is no easy process. Wladkowski (1996)
describes an NIl as a hierarcha structure with a base consisting of networks
belonging to the power industry, a middle level of networks belonging to the
telecommunications industry, and a high level of multiple networks involving
government, business, finance, transportation, emergency functions, andthemilitary.
Garigue(1995) pointsout that withtheintroduction of suchinfrastructures, thestrict
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