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ABSTRACT

The U.S military’s concept of a Cooperative Engagement Capability should
serve as a useful referent for those attempting to design/develop large scale,
organization-wide information security systems. This concept involves
centralizing command over the entire suite of defensive assets (naval, air,
ground) available in some region or locale; whenever a threat is directed
against any US force element (a ship, an infantry unit, etc.), this central
authority would then be expected to direct the deployment of whatever appears
to be the most efficient countermeasure...in light of prospective as well as
actual threats. This is a dramatic departure from the traditional decentralized
approach, whereby each force element was expected to draw on its own
defensive measures to counter any threat directed at it from any source.
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Industrial/commercial organizations might draw on the logic of the Cooperative
Engagement Capability logic in devising a system to secure its informational
assets.

INTRODUCTION TO NETWORK-CENTRIC

INFORMATION SYSTEM SECURITY

Networ k-Centric Security

The end of the “Forty Years War,” as historians of the 23" century may note,
marked the end of the 20" century Cold War. For 40 years the world lived in the
specter of nuclear holocaust or an apocalyptic catastrophe of the magnitude of the
Great Flood. Thetwo superpowerswaged anuclear armsrace for nearly aquarter-
century based on a doctrine of deterrence. Industrial nations silently conducted
espionage of governments and corporations with thousands of intelligence and
counter-intelligence agents. President Nixon even claimed that World War 111 had
begun with the ratification of thefirst Strategic ArmsLimitation Treaty. However
this war would be a global economic war based on information assets. The
foundation of today’s society has moved to the accessibility and availability of
valuable information. It isimportant to note the great economic differencesin the
valueof information. Muchinformationisliterally worthlessand is called garbage
information. Many citizensof today’ s society have not been ableto sift through the
garbageinformation becauseof theglut of worthlessinformation. Thoseindividuals
who havefoundthecrownjewelsof information(i.e., Bill Gates, Larry Ellison, Paul
Allen, etc.) have accumulated great wealth at an astonishing rate (almost beyond
comprehension). They havereplaced the Sheiksof Arabiaand the Sultan of Brunei,
once the wealthiest individual s in the world because of a physical asset called oil.
Thus, intheshiftfromanindustrial toaninformation-centered economy, information
and economicvauearenearly synonymous. Theway inwhich anation-statewages
war issimilar to how it accumulates wealth (Toffler, 1980). Information warfare
is fought on digital battlespace in which information assets are considered the
strategic assetsworthy of conquest or destruction. Information systemsand critical
infrastructure assets supporting those information systems become the new first-
strike strategic targets of the post-Cold War era (Jones, 2000, p. 39). The new
strategi ¢ defense weapons can be based on the Cooperative Engagement Capability
Doctrine.

Evolution of Network-Centric Information Systems

Before discussing how Cooperative Engagement Capability may become an
information security strategic defense weapon, let me first recall the concept of
network-centric warfare from an information warfare perspective and how Coop-
erative Engagement Capability ispart of network-centricwarfare. Early computing
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