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ABSTRACT

Banking sector in Egypt is one of the largest business sectors in terms of contributing to country economic 
growth and in terms of investing in information technology (IT). Thus, implementing a good Information 
Technology (IT) governance framework inside Egyptian banks is a rather critical issue. The purpose of 
this chapter is to assess the importance and the implementation of Control Objectives for Information 
and Related Technology (COBIT) high level processes in the Egyptian banking sector. A total of 25 
working banks in Egypt which are registered in the Central Bank of Egypt (CBE) from (public sector, 
private and joint venture and foreign) banks were interviewed in a series of one-to-one interviews. The 
results of this study showed that although the majority of interviewed Chief Information Officer (CIO), 
IT Managers, IT Auditors and others perceived the importance of COBIT high level processes in their 
organizations, the majority of the Egyptian banks have a below average maturity level for most of the 
COBIT processes.
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INTRODUCTION

Information systems do not exist in isolation. 
Clearly, they are developed and operate within 
an environmental – most commonly business 
- context that has a significant effect on them. 
This environment is increasingly complex and 
dynamic. But, few organizations have realized the 
full potential of their information assets, although 
most consider their information to be essential 
to the operation. So, as Information Technology 
(IT), in general, contributes a larger and more 
noticeable role in driving business success, se-
nior executives are under mounting pressure to 
clearly demonstrate the business value of IT, and 
to prove that IT investments can generate a posi-
tive return while supporting business objectives 
(Sarvanan and Kohli, 2000 ). Despite of a lot of 
talk about business alignment of ICT, a permanent 
link between the mandates of business and IT 
management remains yet to be established, even 
in organizations well aware of their information 
management and the business alignment issue 
(Pulkkinen and Hirvonen, 2005).

The past few years witnessed an increased at-
tention to many standards and worldwide accepted 
frameworks that support the assessment and the 
implementation of IT governance in various orga-
nizations. These include: (1) Control Objectives 
for Information and Related Technology (COBIT) 
with a focus on the IT processes in organizations; 
(2) Information Technology Infrastructure Library 
(ITIL) with a focus on IT service management; and 
(3) ISO/IEC 17799:2000 which is an information 
security standard. The objectives, the scope, and 
the structure of each framework vary consider-
ably. But, these all aim toward – or can be used 
for – improving IT governance in organizations.

Corporate governance is “a general term that 
is defined as “the system by which companies 
are directed and controlled” (Cadbury Report, 
1992). Among the various aspects of corporate 
governance, IT governance is the one responsible 
for guaranteeing the effective alignment between 

use of (and investments in) IT and organization’s 
business objectives. IT governance is, thus, a sub-
set regulation of Corporate Governance (Dellit, 
2002; Hamaker, 2003), which is focused on IT 
systems and their performance and risk manage-
ment and it has developed into a discipline of 
its own. IT governance provides “specifying the 
decision rights and accountability framework to 
encourage desirable behavior in the use of IT,” 
(Weill and Ross, 2004) and is “an integral part of 
enterprise governance and consists of the leader-
ship and organizational structures and processes to 
ensure that the organization sustains and extends 
its strategy and objectives.” (ITGI, 2000)

The value of IT governance to corporate gov-
ernance has raised based on the understanding that 
the most important IT issues in the near future are 
not technology-related, but governance-related 
(Guldentops 2002), IT governance is the capabil-
ity of organization’s senior management to direct, 
measure and evaluate the use of IT resources to 
support the achievement of the organization’s 
strategic goals (Gray, 2004).

The primary goal for IT governance is to (1) 
ensure that the money invested in IT would be 
able to produce the expected business value, and 
(2) ensure the risks associated with IT are well 
mitigated (Williams, 2006). Good IT governance 
system can help organizations manage their IT 
internal and external costs by running efficient IT 
processes, aligning these processes with business 
objectives, introducing needed control and moni-
toring these processes to provide better visibility 
and feedback over IT (Gray, 2004).

Among various IT governance frameworks and 
standards, COBIT has shown as a strong and pow-
erful framework and has been used increasingly by 
many organizations in public and private sectors 
throughout the world. COBIT was developed by 
the Information Systems Audit and Control Asso-
ciation (ISACA) and the IT Governance Institute 
(ITGI) in 1992. The first edition of COBIT was 
published in 1996, COBIT was intended to serve 
as an IT process and control framework linking 



 

 

18 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/assessing-maturity-control-objectives-

information/69417

Related Content

Data-Driven IT Audits in Higher Education: Leveraging Big Data and AI for Enhanced

Governance and Compliance
Tshepo Maotaand Audrey Legodi (2026). Advancing IT Audits Through Integrative Approaches and

Emerging Technologies (pp. 269-302).

www.irma-international.org/chapter/data-driven-it-audits-in-higher-education/387851

A Conceptual Framework for IT Governance Mechanisms in Uganda's Higher Institutions of

Learning
Lillian Ndagire, Gilbert Maigaand Benedict Oyo (2021). International Journal of Digital Strategy,

Governance, and Business Transformation (pp. 1-18).

www.irma-international.org/article/a-conceptual-framework-for-it-governance-mechanisms-in-ugandas-higher-institutions-

of-learning/294112

Accountability and Web Usage in University Foundations: The United States Case Study
María del Mar Gálvez-Rodríguez, María del Carmen Caba-Pérezand Manuel López-Godoy (2014). ICT

Management in Non-Profit Organizations (pp. 223-241).

www.irma-international.org/chapter/accountability-and-web-usage-in-university-foundations/107857

Accelerating Knowledge Adoption: Information Systems Change Management – A Perspective

of Social Network Structure
Hung-Chun Huang, Frederick Leslie Davy, Hsin-Yu Shihand Chwei-Jen Fan (2014). Approaches and

Processes for Managing the Economics of Information Systems (pp. 253-266).

www.irma-international.org/chapter/accelerating-knowledge-adoption/94292

Leveraging COBIT 4.0 as IT Governance Framework
Wim van Grembergenand Steven De Haes (2008). Implementing Information Technology Governance:

Models, Practices and Cases  (pp. 76-100).

www.irma-international.org/chapter/leveraging-cobit-governance-framework/22483

http://www.igi-global.com/chapter/assessing-maturity-control-objectives-information/69417
http://www.igi-global.com/chapter/assessing-maturity-control-objectives-information/69417
http://www.irma-international.org/chapter/data-driven-it-audits-in-higher-education/387851
http://www.irma-international.org/article/a-conceptual-framework-for-it-governance-mechanisms-in-ugandas-higher-institutions-of-learning/294112
http://www.irma-international.org/article/a-conceptual-framework-for-it-governance-mechanisms-in-ugandas-higher-institutions-of-learning/294112
http://www.irma-international.org/chapter/accountability-and-web-usage-in-university-foundations/107857
http://www.irma-international.org/chapter/accelerating-knowledge-adoption/94292
http://www.irma-international.org/chapter/leveraging-cobit-governance-framework/22483

