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ABSTRACT

Harmonic coexistence of cognitive radio systems and licensed systems requires the secondary users to
have the capability of sensing and keeping track of primary users’ transmissions. While existing spec-
trum sensing methods usually assume known distributions of the primary signals, such an assumption
is often not true in practice. As a result, applying existing sensing methods will often lead to unreliable
detection performance in practical networks. In this chapter, the authors try to investigate the sensing
performance under the distribution uncertainty of primary signals. They first investigate the performance
bounds for single user detection with unknown distribution, and provide an analytical expression for
the lower bound of detection probability. Moreover, they bring the distribution uncertainty into multi-
user cooperative sensing. The authors formulate the optimal sensing design as a robust optimization
problem, and propose an iterative algorithm to determine the optimal decision threshold for each user.
Extensive simulations demonstrate the effectiveness of the proposed algorithm.

3.1 INTRODUCTION other hand, field measurement report (Mchenry,

2003) has revealed that the actual utilization is
Traditionally, wireless spectrum has been statically often quite low, e.g., some radio bands for TV
allocated to license holders for exclusive use, and broadcasting and industrial, scientificand medical
the spectrum available for new applications has (ISM) radio bands are idle most of the time. Under
become increasingly scarce and pricey. On the this situation, Cognitive Radio (CR) (Haykin,
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2005) is proposed as a promising technique to
improve spectrum utilization. In a CR system,
secondary users (SUs) are allowed to access the
licensed spectrum bands when they are tempo-
rarily unoccupied by primary users (PUs). A key
technology to achieve this is spectrum sensing,
where SUs need to determine the presence of
PUs based on the characteristics of the measured
signals on the channels.

There have been extensive studies on the design
and performance analysis of spectrum sensing
mechanisms. Generally, spectrum sensing is for-
mulated as a hypothesis testing problem, which
takes measured signal samples (possibly embed-
ded with primary signals) as inputs and makes a
decision by comparing the samples with a pre-
designed decision threshold. The detection per-
formance is usually measured by the receiver
operating characteristic (ROC), which denotes
the tradeoff between detection probability (i.e.,
probability of sensing a busy channel as busy)
and false alarm probability (i.e., probability of
sensing an idle channel as busy). Existing results
usually assume that the received primary signal
follows a Gaussian distribution, and express the
detection probability in the () -function (tail prob-
ability of the standard normal distribution)
(Sousa, 2005) (Simon, 2007). Some other sensing
schemes for multiuser cooperative sensing are
analyzed through deterministic optimization
problem (Sayed, 2008) (Taricco, 2011). For an
overview study regarding the sensing techniques
in cognitive radio networks, please refer to (An-
ant Sahai, 2004), (Sousa, 2005), (Li, 2008) and
(Zhi Quan, 2008).

However, most of the existing studies assume
that the statistical features (such as probability
distribution function) of the primary signals re-
ceived at SUs’ receivers are precisely known
beforehand, e.g., following Rayleigh, or Rician
distributions. In fact, precise knowledge regard-
ing the signal distribution is usually a very strong
assumption, and does not necessarily lead to
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reliable decisions due to unpredictable factors
under practical circumstance. On one hand, it is
often hard to model a realistic distribution of the
received signal in closed-form without significant
simplifications. Even if a precise characteriza-
tion is possible, a complex form usually makes
the analysis computational demanding. On the
other hand, a deterministic assumption may not
always match the real distribution when spectrum
environment fluctuates. For example, the received
signals exhibit different distributions depending on
whether there is line-of-sight between transmitter
and receiver. Besides, uncertainty may also occur
inthe channel estimation. It further leads to unreli-
able distribution parameters and detection errors.

In this chapter, we will study robust spectrum
sensing under distribution uncertainty of the
primary signals. Specifically, we consider the
case where the statistical features (i.e., mean and
variance) of the primary signals are contaminated
by estimation errors, and the actual probability
density function (pdf) does not match whatis often
assumed in literature. To capture the distribution
uncertainty, we define an uncertainty set that con-
tains all possible signal distributions whose mean
and variance are close to a nominal one, and then
formulate the sensing design as a robust optimi-
zation problem. Solving the robust optimization
problem in general is more difficult than solving
its non-robust counterpart (also called nominal
problem). Some researchers (Aharon Ben-Tal,
1998) (Aharon Ben-tal, 1998) (Teo, 2007) have
studied the solvability of robust optimization and
proposed some useful results that can be applied
into practical problems.

Few prior results consider the issues of uncer-
tainty and robustness in cognitive radio networks.
Y. Zhang et.al. propose a probabilistic method
that extracts constant information entropy of the
white Gaussian noise, and use it against noise
fluctuation (Y. Zhang, 2010). A nonparametric
cyclic correlation estimator is proposed by by J.
Lunden et al. to achieve robustness (J. Lunden,
2010). This correlation detector does not require



15 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/robust-performance-spectrum-sensing-
cognitive/69220

Related Content

0T Security and Privacy Concern A systematic Mapping Study
(2022). International Journal of Hyperconnectivity and the Internet of Things (pp. 0-0).
www.irma-international.org/article//285589

A Security Framework for Enhancing User Experience

Van Nguyen, Marwan Omarand Derek Mohammed (2017). International Journal of Hyperconnectivity and
the Internet of Things (pp. 19-28).
www.irma-international.org/article/a-security-framework-for-enhancing-user-experience/179895

Adopting Organizational Cultural Changes Concerning Whistle-Blowing in Healthcare Around
Information Security in the “Internet of Things” World

Darrell Norman Burrell, Nimisha Bhargava, Delores Springs, Maurice Dawson, Sharon L. Burton, Damon P.
Andersonand Jorja B. Wright (2020). International Journal of Hyperconnectivity and the Internet of Things
(pp. 13-28).
www.irma-international.org/article/adopting-organizational-cultural-changes-concerning-whistle-blowing-in-healthcare-

around-information-security-in-the-internet-of-things-world/249754

Modelling WSNs Using OMNeT++

Erwin Anggadjajaand lan V. McLoughlin (2012). Technological Advancements and Applications in Mobile
Ad-Hoc Networks: Research Trends (pp. 319-340).
www.irma-international.org/chapter/modelling-wsns-using-omnet/64709

Virtualization Technology and Security Challenges

Ghossoon M. Waleed Al-Saadoonand Ebrahim Al Naemi (2015). Handbook of Research on Threat
Detection and Countermeasures in Network Security (pp. 254-275).
www.irma-international.org/chapter/virtualization-technology-and-security-challenges/127163



http://www.igi-global.com/chapter/robust-performance-spectrum-sensing-cognitive/69220
http://www.igi-global.com/chapter/robust-performance-spectrum-sensing-cognitive/69220
http://www.irma-international.org/article//285589
http://www.irma-international.org/article/a-security-framework-for-enhancing-user-experience/179895
http://www.irma-international.org/article/adopting-organizational-cultural-changes-concerning-whistle-blowing-in-healthcare-around-information-security-in-the-internet-of-things-world/249754
http://www.irma-international.org/article/adopting-organizational-cultural-changes-concerning-whistle-blowing-in-healthcare-around-information-security-in-the-internet-of-things-world/249754
http://www.irma-international.org/chapter/modelling-wsns-using-omnet/64709
http://www.irma-international.org/chapter/virtualization-technology-and-security-challenges/127163

