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Chapter XIV

Security, Privacy, and
Politics in Higher
Education

Dan Manson, California State Polytechnic University, USA

Abstract

This chapter introduces the interrelationships of security, privacy and politics in
higher education. University curriculum politics are ingrained through organiza-
tional structures that control faculty hiring, retention, tenure, and promotion, and
self-governance policy bodies such as academic senates and faculty curriculum
committees that control curriculum approval and implementation. Compounding
the politics of curriculum are different constructs of security and privacy, with
security viewed as a technical issue versus privacy as a legal and organizational
issue. The author believes that multiple disciplines must learn to work together to
teach the constantly changing technical, scientific, legal, and administrative secu-
rity and privacy landscape. While university “ownership” of security and privacy
curriculum may create new political challenges, it has the potential to help limit
competing faculty, department and program politics.
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Introduction

Since the first Internet worm was launched in 1988 by a Cornell graduate computer
science student, higher education academics and administrators have struggled to
address computer security and privacy issues while teaching and using information
technology. In 1989, the American Council of Education (ACE) noted that univer-
sities “have an unusual concentration of people with computer expertise and the
freedom and incentive to explore frontier technologies” (Elliott, 1988). Since then,
the use of Internet-enabled technology in academia has increased exponentially, in
fact “economic growth has been dominated by investments in information technol-
ogy and higher education” (Jorgenson, 2003).

Reflecting societal and industry needs, information technology continues to be
ingrained into the fabric of higher education. Internet access, electronic mail, and
personal computing devices have become “mission critical” to university adminis-
trators, faculty, staff, and students. At the same time, there are growing academic
concerns over internal and external compromise of computing resources and ex-
posures of sensitive and confidential information, and industry needs for graduates
that can address these issues in government and industry.

These concerns and needs raise the following question. What are the political is-
sues that universities face in improving security and privacy on the campus and in
the curriculum? It is the perspective of this chapter that the politics of security and
privacy issues in higher education revolve around the following areas:

. Technology: The pervasive use of computer and Internet technology used in
higher education today.

. Policy: The development, implementation and enforcement of security and
privacy policies in higher education.

. External environment: The growth of security incidents in higher education,
application of security and privacy legislation to higher education, develop-
ment of government and academic accreditation of information assurance
programs, and need for graduates with knowledge of computer security and
privacy domains.

. Curriculum: The growth of security curriculum in higher education, and cor-
responding political and other factors involved in higher education developing,
implementing and teaching information assurance curriculum.

. Synergy: The opportunities in combining academic and administrative re-
sources in creating a higher education environment that supports teaching and
practicing of computer security and privacy.
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