263

Chapter 17
Grey Areas:

The Legal Dimensions of Cloud Computing

Michael Davis
Adelta Legal, Adelaide, Australia

Alice Sedsman
Adelta Legal, Adelaide, Australia

ABSTRACT

Cloud computing has been heralded as a new era in the evolution of information and communications
technologies. ICT giants have invested heavily in developing technologies and mega server facilities,
which allow end users to access web-based software applications and store their data off-site. Businesses
using cloud computing services will benefit from reduced operating costs as they cut back on ICT in-
frastructure and personnel. Individuals will no longer need to buy and install software and will have
universal access to their data through any internet-ready device. Yet, hidden amongst the host of benefits
are inherent legal risks. The global nature of cloud computing raises questions about privacy, security,
confidentiality and access to data. Current terms of use do not adequately address the multitude of legal
issues unique to cloud computing. In the face of this legal uncertainty, end users should be educated
about the risks involved in entering the cloud.

INTRODUCTION

The term ‘cloud computing’ is used in this article
torefer to the general system of centralised storage
and maintenance of end user data by internet serv-
ers. For the purposes of this article, no distinction
is made between those cloud computing services
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which offer software as a service and those that
offer mass data storage facilities. Throughout this
article, the corporations that offer cloud computing
services are referred to as ‘hosts’.

The phrase ‘cloud computing’ originates from
standard ICT industry practice, where the internet
is graphically represented as a 2D stencil ofa cloud
(Ranger, 2008). As hosts offer their services online,
the basic premise of cloud computing is that end
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users transfer all their data from their personal
computers into cyberspace (Lyons, 2008a). End
users simply upload data, such as photographs or
insert text and other data onto host software ap-
plications that function online. Once end user data
isuploaded to a host, it is sent through cyberspace
to purpose-built mega storage facilities filled
with masses of hard drives (Corey, 2008). These
facilities are located in various regions around the
world and end user data may be divided across
several of these super computer stores (Marshall,
2008). The host retrieves and dispatches the data
from the storage facility whenever an end user
requests access. The personal computer of the end
user becomes little more than an access point and
display screen for the data (Princeton University
[PU], 2008a).

To date, the most successful cloud computing
services have been online collaboration models
targeted at private consumers, such as Facebook,
Gmail and Hotmail (Ranger, 2008). However,
the new wave of cloud computing is capturing
the business market by providing software as a
service (Hoover, Martin, & Hall, 2008). Small
and big business alike is being drawn to cloud
computing services by promises of reduced ICT
expenditure. The centralised service delivery and
storage model of cloud computing reduces, if not
eliminates, the need for end users to purchase and
maintain their own servers, individual software
licenses, ICT support staff, and floor space for
hard drive storage (Arnold, E., 2008). Power
costs are also cut down as fewer computers and
cooling systems are required to be maintained in
house (IBM, 2008a).

With the world moving online, e-commerce is
set to experience a new boom which will outpace
current internet regulation laws.

THE GROWING CLOUD

Sceptics have denounced cloud computing as the
next ‘dot.com bubble burst’, but since the emer-
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gence of Amazon Web Services, Google Apps,
Microsoft Office Live and IBM Blue Cloud, cloud
computing appears to have become a significant
and sustainable force in the ICT Sector.

The uptake of cloud computing services by
major corporations such as Coca Cola Enterprises,
Nokiaand The New York Times has given credence
to the permanency of cloud computing (Arnold,
E., 2008; Lyons, 2008a; Fitzgerald, 2008).

Cloud computing is reaching into the world
hubs of software development. IBM is devel-
oping its latest cloud computing facility in the
software development region of Wuxi, China.
For a subscription fee, software developers will
be able to use IBM’s open access source code to
collaborate, design, develop and test their software
(IBM, 2008Db).

The high uptake of cloud computing services
can be attributed to clever marketing campaigns
that promise end users low charges for data stor-
age facilities and unrivalled access to computer
programs such as word processing, bookkeeping
and collaborative networking (Microsoft Corpora-
tion [Microsoft], 2008a). The centralised series
of host servers that supports cloud computing,
enables end users to carry out their everyday
ICT tasks without in house software, downloads,
storage space and support services (Otey, 2008).
Cloud computing hosts are further reducing end
user costs by assuming managerial control for the
running and maintenance of ICT services. How-
ever, the decline of end user responsibility and
control over ICT management has consequences
for possession rights and ultimate accountability.

The implications for end users who place data
into the cloud without properly understanding the
inherent legal risks can be serious.

PAYMENT MODELS

Currently, cloud computing hosts are offering their
services on eithera flat subscription rate or ausage
fee basis. The flexibility of these payment models



9 more pages are available in the full version of this document, which may be
purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/grey-areas-legal-dimensions-cloud/66844

Related Content

A HEVC Video Steganalysis Against DCT/DST-Based Steganography

Henan Shi, Tanfeng Sun, Xinghao Jiang, Yi Dongand Ke Xu (2021). International Journal of Digital Crime
and Forensics (pp. 19-33).
www.irma-international.org/article/a-hevc-video-steganalysis-against-dctdst-based-steganography/277090

Government and Industry Relations in Cybersecurity: A Partnership for the Fifth Domain of

Warfare
Quinn Lanzendorfer (2021). International Journal of Cyber Research and Education (pp. 48-57).

www.irma-international.org/article/government-and-industry-relations-in-cybersecurity/269727

A Novel IDS Securing Industrial Control System of Critical Infrastructure Using Deception
Technology

Shaobo Zhang, Yuhang Liuand Dequan Yang (2022). International Journal of Digital Crime and Forensics
(pp. 1-20).
www.irma-international.org/article/a-novel-ids-securing-industrial-control-system-of-critical-infrastructure-using-

deception-technology/302874

Intelligent Malware Detection Using Deep Dilated Residual Networks for Cyber Security

S. Abijah Roselineand S. Geetha (2019). Countering Cyber Attacks and Preserving the Integrity and
Availability of Critical Systems (pp. 211-229).
www.irma-international.org/chapter/intelligent-malware-detection-using-deep-dilated-residual-networks-for-cyber-
security/222225

Secure Robust Hash Functions and Their Applications in Non-Interactive Communications
Qiming Liand Sujoy Roy (2012). Crime Prevention Technologies and Applications for Advancing Criminal
Investigation (pp. 128-139).

www.irma-international.org/chapter/secure-robust-hash-functions-their/66836



http://www.igi-global.com/chapter/grey-areas-legal-dimensions-cloud/66844
http://www.irma-international.org/article/a-hevc-video-steganalysis-against-dctdst-based-steganography/277090
http://www.irma-international.org/article/government-and-industry-relations-in-cybersecurity/269727
http://www.irma-international.org/article/a-novel-ids-securing-industrial-control-system-of-critical-infrastructure-using-deception-technology/302874
http://www.irma-international.org/article/a-novel-ids-securing-industrial-control-system-of-critical-infrastructure-using-deception-technology/302874
http://www.irma-international.org/chapter/intelligent-malware-detection-using-deep-dilated-residual-networks-for-cyber-security/222225
http://www.irma-international.org/chapter/intelligent-malware-detection-using-deep-dilated-residual-networks-for-cyber-security/222225
http://www.irma-international.org/chapter/secure-robust-hash-functions-their/66836

