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1 INTRODUCTION

The recent proliferation of the Semantic Web 
technologies has resulted in an increasing amount 
of on-line resources being semantically anno-
tated to support more effective and intelligent 

online services, including customized search, 
autonomous information integration, etc. We 
here call such kind of semantically annotations 
of resources semantic web data, where domain 
ontologies are needed as some background 
knowledge for support semantic interpretation 
of various types. In the literature, projects on 
developing semantic web data management 
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ABSTRACT

Semantic Web technologies allow on-line resources to be semantically annotated to support more effec-
tive and intelligent online services. However, ontologies sometimes may contain sensitive information. 
Providing access to them requires proper control to ensure the data protection requirement. Yet, the 
protection should not be too restrictive to make the access management inflexible. While there has been 
recent work on policy-based access control, in this paper, the authors present a policy representation 
specifically for access control on ontology-based data and explain how issues like policy propagation 
and policy conflict resolution are addressed. The authors present bucket-based query rewriting algo-
rithms for realizing the access control policies to avoid sensitive resources leakage in the context of 
the Semantic Web. The authors validate the correctness of the proposed mechanisms by going through 
some illustrative examples in detail.



136

Access Control on Semantic Web Data Using Query Rewriting

systems are abundant (Broekstra, et al., 2002; 
Wilkinson, et al., 2003; Heflin, et al., 1999) and 
related software tools have been available in the 
market for quite a while. By specifying the user 
retrieval requirements on the data as some seman-
tic web queries which involve entities defined 
in some domain ontologies, relevant data can 
readily be retrieved. However, allowing better 
search on such distributed on-line resources also 
implies that more complicated access control is 
needed, especially for applications where data 
containing sensitive and private information 
(e.g., business, healthcare, national defense, etc.) 
could be found in the query results. In addition, 
if the queries are for supporting intelligent on-
line services, the on-demand requirement will 
require the access control system to be not only 
secure but also flexible, or it will not be operation-
ally viable. The conventional role-based access 
control model does allow some form of access 
control to be enforced, but rather restricted (e.g., 
context specific access control mechanisms are 
hard to be supported). In recent years, enforcing 
access control based on some declarative poli-
cies is gaining attention (Kagal, et al., 2003), 
and has been considered to be especially suit-
able for the dynamic characteristic of semantic 
web data (Bonatti, et al., 2006). One intuitive 
idea to implement the policy-based approach is 
to rewrite queries by adding some restrictions 
on them so that the rewritten queries will result 
only the data which can be accessed according 
to the access control policies. In this paper, we 
argue that proper use of ontology can allow more 
flexible access control on semantic web data 
to be supported. Also, we present a particular 
policy-based approach to demonstrate the vi-
ability of controlling query-based access to the 
semantic web data.

The main contributions of this paper include 
(1) an in-depth study of an ontological approach 
to specify access control policies as permission 
or forbiddance to access resources; and (2) algo-
rithms for automatically rewriting queries which is 

made possible due to the unambiguous semantics 
of the proposed access control policies. For the 
latter, in particular, we propose algorithms that, 
given an ontology-based conjunctive query for 
web resources, can a) select the policies which 
are relevant to the query, b) extract the restrictions 
expression from the policies, and c) rewrite the 
queries accordingly.

2 A BRIEF OVERVIEW 
ON SEMANTIC WEB

The vision of the Semantic Web (Berners-Lee, et 
al., 2001) is to have on-line resources expressed 
in a machine understandable format so that they 
can be interpreted and used by software agents. 
The ultimate goal is to enable Web users to find, 
share, integrate and thus reason on distributed 
information or knowledge more effectively. In 
the Semantic Web, ontology is one of the key 
concepts where entities and relationships in-
tended to be modeled within some domains are 
described or posited as a form of knowledge. 
“Concept” and “role” are the two common terms 
used to refer to the two modeling elements in 
ontologies. Concepts (also called classes) refer 
to the abstract definitions of entities within the 
domain, whereas roles express the relationships 
between entities. On-line resources annotated 
with the labels of concepts are generally termed 
as instances of these concepts. Figure 1 shows a 
simple ontology about the domain of weapons, 
where concepts (e.g., “Weapon” and “Missile”) 
are annotated using ellipses, “subclass” roles and 
other user defined roles (e.g., “HasRange”) are 
annotated using dashed and solid lines respec-
tively, and individual values are annotated using 
rectangles (e.g., “Liquid Fuel” and “Solid Fuel”). 
Resources about missiles can then be described 
accordingly using instances of concepts defined 
in this ontology.

Several markup languages, e.g., Resource 
Description Framework - RDF (Brickley & Guha, 



 

 

20 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/access-control-semantic-web-data/65791

Related Content

An Approach based on Social Bees for an Intrusion Detection System by Scenario
Ahmed Chaouki Lokbani, Ahmed Lehireche, Reda Mohamed Hamouand Mohamed Amine Boudia (2015).

International Journal of Organizational and Collective Intelligence (pp. 44-67).

www.irma-international.org/article/an-approach-based-on-social-bees-for-an-intrusion-detection-system-by-

scenario/135982

Applications in Machine Learning
E. Parsopoulos Konstantinosand N. Vrahatis Michael (2010). Particle Swarm Optimization and Intelligence:

Advances and Applications  (pp. 149-167).

www.irma-international.org/chapter/applications-machine-learning/40633

Learning Control for an Xpilot-AI Agent Playing Capture the Flag
Gary Parkerand Sarah Penrose (2012). International Journal of Organizational and Collective Intelligence

(pp. 1-12).

www.irma-international.org/article/learning-control-for-an-xpilot-ai-agent-playing-capture-the-flag/85330

Insurance-Based Business Web Services Composition
An Liu, Liu Wenyin, Liusheng Huang, Qing Liand Mingjun Xiao (2012). Intelligent and Knowledge-Based

Computing for Business and Organizational Advancements (pp. 157-173).

www.irma-international.org/chapter/insurance-based-business-web-services/65792

Evaluating Collective and Creative Problem-Solving Approaches and Tools for Wicked Problems
Ziska Fields (2021). Handbook of Research on Using Global Collective Intelligence and Creativity to Solve

Wicked Problems (pp. 41-68).

www.irma-international.org/chapter/evaluating-collective-and-creative-problem-solving-approaches-and-tools-for-wicked-

problems/266779

http://www.igi-global.com/chapter/access-control-semantic-web-data/65791
http://www.irma-international.org/article/an-approach-based-on-social-bees-for-an-intrusion-detection-system-by-scenario/135982
http://www.irma-international.org/article/an-approach-based-on-social-bees-for-an-intrusion-detection-system-by-scenario/135982
http://www.irma-international.org/chapter/applications-machine-learning/40633
http://www.irma-international.org/article/learning-control-for-an-xpilot-ai-agent-playing-capture-the-flag/85330
http://www.irma-international.org/chapter/insurance-based-business-web-services/65792
http://www.irma-international.org/chapter/evaluating-collective-and-creative-problem-solving-approaches-and-tools-for-wicked-problems/266779
http://www.irma-international.org/chapter/evaluating-collective-and-creative-problem-solving-approaches-and-tools-for-wicked-problems/266779

