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Chapter  13

INTRODUCTION

“The first rule of unrestricted warfare is that there 
are no rules; no measure is forbidden. It involves 
multidimensional, asymmetric attacks on almost 
every aspect of the adversary’s social, economic, 

and political life. Unrestricted warfare employs 
surprise and deception and uses both civilian 
technology and military weapons to break the 
opponent’s will.” 

– “Unrestricted Warfare” Symposium (2006) 
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ABSTRACT

An international human rights regime is a major motivator of nation-states and peoples in the global 
war on transnational terror. It sets normative understandings for how citizens are treated—by their own 
governments, by each other, and by terrorist groups. A human rights regime also serves as a restraint 
on governments against brutal repressions in response to terrorism because terrorists are considered 
dissidents in extremis, and in all cases, the rules of law apply to them (and legal findings by governments 
are necessary before certain police or military actions may be taken). The contested roles of Information 
and Communication Technologies (ICT) in this dynamic context vary, but these technologies are used 
by all sides for their own objectives. This chapter explores the mixed roles of ICT in supporting a global 
human rights regime, which underpins the global war on transnational terror.
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Cyber criminals, terrorists, and even nation states 
are currently preying on millions upon millions of 
computer systems (and their owners) and using the 
proceeds to underwrite further crime, economic 
espionage, warfare, and terror.”

– David Rice, in Geekonomics: The Real Cost of 
Insecure Software (2008)

“Human rights” are a contested set of global 
principles and values that protect the dignity of 
the individual; the definitions, meanings, and 
policy implications vary widely because of his-
tory, culture, and politics. Human rights concepts 
apply constraints to all political actors: state and 
non-state / sub-state, groups, and individuals. As 
a set of cultural norms, benevolent and benign 
human rights standards (codified into laws and 
cultures) apply in states of peace and war. The 
current context of asymmetrical warfare between 
transnational terrorist groups and the nation-states 
relies on a strong foundational understanding 
of human rights. These tensions play out in a 
global environment, and with the pervasiveness 
and centrality of Information and Communica-
tions Technologies (ICT). ICT is a new front 
and nexus between terrorist organizations and 
the political status quo. At present, more than 
half of the world’s population has access to cell 
phones and the Internet, and the creation of virtual 
communities empower citizens “at the expense of 
governments” (Schmidt & Cohen, 2010, p. 75).

The broad and deep human engagement with 
ICT makes it a space used to share ideas. The 
Internet and Web reify concepts, and these tech-
nologies contribute to the sense of a global social 
order (vs. anarchy). An international system is 
informed by informal rules and formal institutions 
that define a “form of control” over the diverse 
political actors (Mundell & Swoboda, 1969, p. 343; 
as cited in Gilpin, 1985, p. 26). In this context, 
the proliferation of human rights concepts (often 
in linkage with democratic values and practices) 

promotes respect for the individual—as a hedge 
against abuses by any entity. Individual citizens are 
understood to have rights to “life, liberty, and the 
pursuit of happiness” in the US conceptualization; 
citizens have rights to freedom of speech; freedom 
of religion; the rights to gather with others; the 
rights to legal due process; and broadly speak-
ing, freedom from intrusive government. People 
have rights to privacy (against intrusion), and to 
have a “private sphere protected against others” 
(Seigneur & Jensen, 2005, p. 66). This protection 
of even the weakest is a sign of higher culture. 
Without human rights, practices of brutality and 
power abuses may be more widely accepted as 
in other periods of human history. Establishing a 
human rights regime (norms and laws) and institu-
tionalized human rights organizational structures 
makes it more costly for nation-states that are 
considered autocratic to function without other 
nation-states’ and international governmental or-
ganizations’ monitoring, lobbying, condemnation, 
and political pressures from Non-Governmental 
Organizations (NGOs). Furthermore, supporting 
an international norm of global human rights 
militates against the use of violence to force bind-
ing decisions; rather, the focus is on the move to 
what is considered legitimate paths for resolving 
differences—through diplomacy and third-party 
negotiations. G.J. Ikenberry observes that “human 
rights agreements have facilitated the organization 
of pressure groups within the wider international 
community that operate to put their own pressure 
on governments to abide by the standards” (Iken-
berry, 2001, p. 68). The insights of steps to war 
may apply to the asymmetrical warfare aspect of 
skirmishes between non-state or sub-state, trans-
national terrorists (insurgents) and nation-states. 
P.D. Senese and J.A. Vasquez suggest that a global 
institutional context reduces the probability of war 
and fighting because it provides an alternate way 
of making political decisions and thus reduces the 
need to resort to force (Senese & Vasquez, 2008).

The value of humans as individuals and as 
members of larger social orders is protected under 



 

 

33 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/human-rights-global-war-transnational/64946

Related Content

Healthcare Education: Integrating Simulation Technologies
Eva M. Frank (2018). Handbook of Research on Human Development in the Digital Age (pp. 163-182).

www.irma-international.org/chapter/healthcare-education/186215

Ethical Design of Social Technology: User Engagement and Attentional Demands
Fernando L. Montalvo, Michael Miuccioand Grace E. Waldfogle (2021). Human Factors Issues and the

Impact of Technology on Society (pp. 20-47).

www.irma-international.org/chapter/ethical-design-of-social-technology/281747

Foreseeing the Future Lifestyle with Digital Music: A Comparative Study Between Mobile Phone

Ring Tones and Hard-Disk Music Players Like iPod
Masataka Yoshikawa (2009). Human Computer Interaction: Concepts, Methodologies, Tools, and

Applications  (pp. 1223-1233).

www.irma-international.org/chapter/foreseeing-future-lifestyle-digital-music/22311

IT Managers’ Narratives on Subordinates’ Motivation at Work: A Case Study
Lars Göran Wallgren, Svante Leijonand Kerstin Malm Andersson (2011). International Journal of

Technology and Human Interaction (pp. 35-49).

www.irma-international.org/article/managers-narratives-subordinates-motivation-work/55457

To Be Continued…: Fan Fiction and the Constructing of Identity
Patrik Wikströmand Christina Olin-Scheller (2011). Youth Culture and Net Culture: Online Social Practices

(pp. 83-96).

www.irma-international.org/chapter/continued-fan-fiction-constructing-identity/50694

http://www.igi-global.com/chapter/human-rights-global-war-transnational/64946
http://www.irma-international.org/chapter/healthcare-education/186215
http://www.irma-international.org/chapter/ethical-design-of-social-technology/281747
http://www.irma-international.org/chapter/foreseeing-future-lifestyle-digital-music/22311
http://www.irma-international.org/article/managers-narratives-subordinates-motivation-work/55457
http://www.irma-international.org/chapter/continued-fan-fiction-constructing-identity/50694

