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ABSTRACT

As information technology is becoming an integral part of modern society, there is a growing concern 
that too much data containing personal information is stored by different actors in society and that this 
could potentially be harmful for the individual. The aim of this contribution is to show how the extended 
use of ICT can affect the individual’s right to privacy and how the public perceives risks to privacy. 
Three points are raised in this chapter: first, if privacy is important from a philosophical perspective, 
how is this demonstrated by empirical evidence? Do individuals trust the different actors that control 
their personal information, and is there a consensus that privacy can and should be compromised in 
order to reach another value? Second, if compromises in privacy are warranted by increased safety, is 
this increased security supported by empirical evidence? Third, the authors will argue that privacy can 
indeed be a means to increase the safety of citizens and that the moral burden of ensuring and protect-
ing privacy is a matter for policy makers, not individuals. In conclusion, the authors suggest that more 
nuanced discussion on the concepts of privacy and safety should be acknowledged and the importance 
of privacy must be seen as an important objective in the development and structure of ICT uses.
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INTRODUCTION

In our modern day society, more and more of our 
interactions with other parties, be it friends or 
official agencies, take electronic form. Sharing 
personal information by using social networking 
sites or declaring one’s income taxes on-line is 
ever increasing and there are few signs that this 
development will decrease in the near future. The 
speed and relative ease of conducting on-line 
transactions has in many ways improved our lives 
by increasing availability of e-services, saving 
time and effort. However, the rapid increase of 
electronic transmission, storing and sharing of per-
sonal data is not without risk. There are numerous 
ways one’s identity can be stolen, personal data 
abused or enclosed to unintended parties. In this 
context, the need for privacy is considered one of 
the main ethical issues in relation to developments 
and applications of Information and Communica-
tion Technologies (ICT) (see e.g. Johnson, 2004; 
Stamatelos, 2007). There is a growing concern that 
too much data containing personal information is 
stored by different actors in society and that this 
could potentially be harmful for the individual. 
Not only is information about individuals shared 
voluntarily in the above-mentioned examples, 
there has also been an increase of other technolo-
gies, such as RFID-tags and CCTV cameras in 
various context, including workplace and public 
spheres. In this context, information about our 
habits and whereabouts can be stored and shared 
without our active use of e.g. e-services. Infor-
mation like this, collected by different sources 
can be combined and aggregated, making very 
detailed descriptions about individuals more easily 
created than before. When aggregating informa-
tion it is possible to extract new information and 
knowledge about individuals that extend beyond 
the literal bounderies of the orginal purpose of 
gathering the information. Situations like this 
are sometimes refererd to as re-purposing, where 
the original purpose that the informaiton was col-
lected for changes into something else without the 

expressed consent of the individual. One example 
of this can be the use of biometrical data, such as 
DNA, originally collected for medical purposes, 
in attempting to solve a crime. In situations where 
different types of information from a variety of 
related or unrelated sources is combined, privacy 
is often used as a value that can—and perhaps 
even should be—compromised if the end result 
of combining stored data is beneficial for society, 
such as, increased security for all law-abiding 
citizens. For example, imagine that a country 
has problems with hate crimes towards a minor-
ity ethnic group. It would be possible to monitor 
an individual that frequently visits websites for 
national extremism, to keep track on the credit 
card purshases for any suspicious transactions, 
track the persons movements by GPS or the use 
of so-called smart cards with RFID-tags used in 
public transportation and finally catch the person 
meeting with other suspicious individuals by us-
ing CCTV and, hopefully in the end, preventing 
another attack. Here, clearly it can be argued that 
the extended use of ICT can be beneficial to society 
at large. There are instances however, where this 
clear connection between increased surveillance 
and public safety is not visable, but sensitive 
personal data is instead combined and shared 
in ways that are not beneficial. For example, by 
checking out my Facebook statuses for the past 
years, in combnation with an investigation on my 
shopping habits can reveal that I only buy special 
kinds of food, combined with a scrutiny of the 
RFID tags on my library books show that I read 
books on clinical depression and taken together 
with a copy of my bank statements,that reveal that 
I have regularly made payments to a psychiatrist 
for the past two years as well as a divorce law-
yer. This, in combination with my medical data 
relating to possible drugs I take and how many 
days I have been on sick-leave, can reveal more 
information about me than I would want to share 
with any person or potential employer. Often, as 
citizens, we are asked to trust the institutions or 
commercial agents that handle our personal data 



 

 

10 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/right-privacy-protection-personal-data/64937

Related Content

AI-Based Detection of Mental Stress in Gamers Using K-Means Clustering and Artificial Neural

Networks
R. Swathi Priyaand S. Silvia Priscila (2026). Human-Centered AI Applications in Health, Business, and

Society (pp. 125-150).

www.irma-international.org/chapter/ai-based-detection-of-mental-stress-in-gamers-using-k-means-clustering-and-

artificial-neural-networks/408577

Narcissism as a Predictor of Facebook Users' Privacy Concern, Vigilance, and Exposure to Risk
Karen H. Smith, Francis A. Mendezand Garry L. White (2019). Human Performance Technology: Concepts,

Methodologies, Tools, and Applications  (pp. 206-225).

www.irma-international.org/chapter/narcissism-as-a-predictor-of-facebook-users-privacy-concern-vigilance-and-

exposure-to-risk/226564

Using SSM to Approach Complex Problematical Situations in Learning, Teaching and

Assessment Management: A Case Study of a Chinese University College
Junkang Feng (2019). International Journal of Systems and Society (pp. 1-16).

www.irma-international.org/article/using-ssm-to-approach-complex-problematical-situations-in-learning-teaching-and-

assessment-management/238107

Universality of Egoless Behavior of Software Engineering Students
Pradeep Waychaland Luiz Fernando Capretz (2018). International Journal of Technology and Human

Interaction (pp. 99-112).

www.irma-international.org/article/universality-of-egoless-behavior-of-software-engineering-students/190904

Antecedents of Information Technology Trust and the Effect of Trust on Perceived Performance

Improvement
Hannu Kivijärvi, Akseli Leppänenand Petri Hallikainen (2013). International Journal of Social and

Organizational Dynamics in IT (pp. 17-32).

www.irma-international.org/article/antecedents-of-information-technology-trust-and-the-effect-of-trust-on-perceived-

performance-improvement/96941

http://www.igi-global.com/chapter/right-privacy-protection-personal-data/64937
http://www.irma-international.org/chapter/ai-based-detection-of-mental-stress-in-gamers-using-k-means-clustering-and-artificial-neural-networks/408577
http://www.irma-international.org/chapter/ai-based-detection-of-mental-stress-in-gamers-using-k-means-clustering-and-artificial-neural-networks/408577
http://www.irma-international.org/chapter/narcissism-as-a-predictor-of-facebook-users-privacy-concern-vigilance-and-exposure-to-risk/226564
http://www.irma-international.org/chapter/narcissism-as-a-predictor-of-facebook-users-privacy-concern-vigilance-and-exposure-to-risk/226564
http://www.irma-international.org/article/using-ssm-to-approach-complex-problematical-situations-in-learning-teaching-and-assessment-management/238107
http://www.irma-international.org/article/using-ssm-to-approach-complex-problematical-situations-in-learning-teaching-and-assessment-management/238107
http://www.irma-international.org/article/universality-of-egoless-behavior-of-software-engineering-students/190904
http://www.irma-international.org/article/antecedents-of-information-technology-trust-and-the-effect-of-trust-on-perceived-performance-improvement/96941
http://www.irma-international.org/article/antecedents-of-information-technology-trust-and-the-effect-of-trust-on-perceived-performance-improvement/96941

