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Chapter  16

TARGETED AUDIENCE

The chapter is mainly target to researchers, schol-
ars and game professionals, but also could be of 
interest to others who are interested in online 
game security.

INTRODUCTION

The security paradigm that supported game in-
dustry for many years was on protecting game 
software. This was achieved by making difficult 

the reproduction of copies of game, so trying 
to protect game development and investment 
revenues. Later, with the advent of the Internet, 
new opportunities arose in the game industry 
(Jarett, 2003), but this also implied changes in 
game security. Therefore, while the main security 
issues of the pre-Internet games were developing 
copy protection mechanisms, now security is seen 
in a wider perspective. Currently, online game 
industry companies obtain most of their profits 
from pay-to-play solutions, and not from selling 
games (Yan, 2003).

Basically, MMOG’s business model changed 
with the progressive disappearance of game copies 
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(Chen, 2004), but new problems arose with those 
pay-to-play solutions (Davis, 2008). In particular, 
online games and MMOGs put security chal-
lenges, namely: security problems related with 
player authentication, issues related with game 
availability and resilience, trust and anonymity 
concerns, means of ensuring security of player 
and his/her virtual assets, game law enforcing 
solutions, game client problems (Mönch, 2006), 
and also game development issues like scalability 
and persistence. In short, MMOGs share the same 
security risks as those of other online applications, 
but also present new and interesting challenges 
as a consequence of the risks mentioned above.

Despite user’s increased awareness in respect to 
risks of his/her online behavior and, consequently, 
the inherent security threats, the MMOG player 
usually has a negligent perception in terms of 
security. For him/her, it is just another type of 
online game, where players play anonymously 
and therefore don’t constitute a real threat to him/
her and other users. The understanding is that 
what happens inside game’s virtual environment 
doesn’t have consequences in real life. It is clear 
that this is a wrong understanding in terms of 
game security and privacy.

There are threats that must be considered 
when developing and managing MMOG (Davis, 
2008). But, many industry developers don’t fol-
low this perspective. Due to MMOG business 
model, whose success results from the amount 
of players that a game attracts and maintains, a 
MMOG needs to keep players immersed in the 
game and luring new ones to allow growth on the 
number of subscriptions and publicity revenues 
in order to support the cost of having a computer 
infrastructure to deploying the game.

Therefore, game’s success is a result of what 
players feel on the game. If the game isn’t interest-
ing, it doesn’t have an interesting history, it isn’t 
graphically appealing, it has communication lags 
issues, and there is a sense that the game is unfair 
and players feel that it is almost impossible to 
evolve in the game, that there are few players to 

interacting with, that they are being scammed, and 
that they likely lose assets in game due to cheat-
ing, that the game doesn’t provide a fair dispute 
resolution to solving game disputes, then players 
end up leaving the game.

Although some of the previous considerations 
aren’t directly security-dependent, many others 
are. Therefore game developers must incorporate 
a well-defined security policy in their business 
model. In general terms, the success of a MMOG 
is a corollary on game trust and reliability by play-
ers. In fact, the player’s perception about security 
isn’t in accordance with the amount of information 
that he/she shares in a MMOG environment with 
unknown players (Hogben, 2008). This fact can 
be used for player profiling and social engineer-
ing attacks.

Security in MMOGs goes beyond the security 
problems of current online applications. The lack 
of security in MMOGs has implications to user in-
game and off-the-game activities. There is a need 
to promote awareness to security issues within 
player community, and also to lead game industry 
to develop better and new security procedures. By 
identifying the current situation within security in 
MMOGs, this chapter aims to serve as base for 
further security research in MMOGs.

This chapter is organized as follows. It starts 
by briefly describing the game security proce-
dures and their evolution toward online games 
and MMOGs. Then, we present an overview of 
MMOGs, with a detailed description of their main 
characteristics, with a focus on security related 
features. Relevant security threats, incidents and 
consequences are then presented, investigated, 
and analyzed. Afterwards, we present an insight 
of future measures in the design of new MMOGs 
that may lead to build up more secure games. The 
chapter ends with the conclusions, where the main 
contributions of our research are listed.
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