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ABSTRACT

Modern business environments amass and exchange a great deal of sensitive information about their 
employees, customers, products, et cetera, acknowledging privacy to be not only a business but also an 
ethical and legal requirement. Any privacy violation certainly includes some access to personal informa-
tion and, intuitively, access control constitutes a fundamental aspect of privacy protection. In that respect, 
many organizations use security policies to control access to sensitive resources and the employed security 
models must provide means to handle flexible and dynamic requirements. Consequently, the definition of 
an expressive privacy-aware access control model constitutes a crucial issue. Among the technologies 
proposed, there are various access control models incorporating features designed to enforce privacy 
protection policies, taking mainly into account the purpose of the access, privacy obligations, as well 
as other contextual constraints, aiming at the accomplishment of the privacy protection requirements. 
This chapter studies these models, along with the aforementioned features.
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INTRODUCTION

The recent technological advances in the data 
processing and communication capabilities of 
information technology spur an information 
revolution that brings significant improvements to 
the citizens’ quality of life and new potentials for 
business organizations, including operational effi-
ciency, increased quality of products and services, 
as well as capabilities for innovation. On the other 
hand, they pose serious risks on privacy, meaning 
the “claim of individuals, groups, or institutions to 
determine for themselves when, how, and to what 
extent information about them is communicated 
to others” (Westin, 1967); the personal data col-
lection scale is augmented, information access, 
processing, aggregation, combination and linking 
are facilitated, new types of data are collected and 
the service provision chain is becoming complex, 
involving multiple actors exchanging and sharing 
data. More than a century after the seminal essay 
identifying that privacy as a fundamental human 
right was endangered by technological advances 
(Warren & Brandeis, 1890), citizens have never 
before in history been so concerned about their 
personal privacy and the threats posed by emerg-
ing technologies (Gallup Organization, 2008).

On the other hand, the protection of privacy 
has evolved to a salient issue and a business re-
quirement also for organizations that constitute 
personal data collectors and processors. As trust is 
spotlighted at the core of social order, the adoption 
and consumption of their products and services is 
determined by the perception of risk and benefit 
on behalf of the potential users. Hence, from the 
organizations’ point of view, the recognition of 
the importance of privacy protection is motivated 
by the business losses due to privacy violations 
and mishaps that support users’ mistrust: economy 
faces setbacks because of the risks to privacy (Ac-
quisti, 2010). Moreover, the privacy domain is a 
legislated area (Solove, 2006); several countries, 
e.g., Canada and the members of the European 
Union, have adopted data protection laws, which 

generally reflect the fundamental principles, set 
forth by the Organization for Economic Co-oper-
ation and Development in its milestone guidelines 
(OECD, 1980). Therefore, regulatory compli-
ance and the potential of sanctions constitute the 
primary reasons to motivate businesses for the 
adoption of fair business practices with respect 
to personal information management.

In order for business organizations to engen-
der trust to their customers, as well as to achieve 
compliance with the privacy legislation, they adopt 
data management practices that are reflected by 
privacy policies. Recently, several frameworks 
have emerged for the formalization of privacy 
policies specification, while programs of “privacy 
seals” are frequently joined as confidence-building 
measures. Nevertheless, privacy policies and 
seals by themselves are not effective from an 
operational point of view; a critical challenge 
concerns the automation of their enforcement 
or, in other words, their realization by technical 
means and their integration with the underlying 
Information and Telecommunication Technology 
(ICT) systems.

One of the most important technologies en-
abling the enforcement of fair data practices is 
access control. In fact, what any privacy violation 
certainly includes is some access to personal data 
and, intuitively, access control constitutes a fun-
damental aspect of privacy protection. Traditional 
access control models, such as the Discretionary 
Access Control (DAC) (NCSC, 1987), the Man-
datory Access Control (MAC) (Pfleeger, 1997) 
and the Role-Based Access Control (RBAC) 
(Ferraiolo et al., 2001; Sandhu et al., 1996) fail 
to meet the requirements stemming from the fun-
damental privacy principles (OECD, 1980) that 
demand the incorporation of different criteria in 
access control decisions, rather than just which 
user, having which role, is performing which 
action on which data object. In that respect, the 
development of access control models specifically 
tailored towards privacy protection has been the 
focus of intense research in the last few years. 



 

 

28 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/leveraging-access-control-privacy-

protection/61496

Related Content

Fraud and Identity Theft Issues
Ranaganayakulu Dhanalakshmiand Chenniappan Chellappan (2012). Strategic and Practical Approaches

for Information Security Governance: Technologies and Applied Solutions  (pp. 245-260).

www.irma-international.org/chapter/fraud-identity-theft-issues/63093

WLAN Security Management
Göran Pulkkis, Kaj Grahnand Jonny Karlsson (2008). Information Security and Ethics: Concepts,

Methodologies, Tools, and Applications  (pp. 1349-1360).

www.irma-international.org/chapter/wlan-security-management/23162

Holistic and Law Compatible IT Security Evaluation: Integration of Common Criteria, ISO

27001/IT-Grundschutz and KORA
Daniela Simi-Draws, Stephan Neumann, Anna Kahlert, Philipp Richter, Rüdiger Grimm, Melanie

Volkamerand Alexander Roßnagel (2013). International Journal of Information Security and Privacy (pp.

16-35).

www.irma-international.org/article/holistic-and-law-compatible-it-security-evaluation/95140

Leadership Approaches to Digital Transformation: Ethical Considerations in Health
Andreia Bem Machado, Antonio Sacavem, João Santosand Maria Jose Sousa (2025). Navigating Privacy,

Innovation, and Patient Empowerment Through Ethical Healthcare Technology (pp. 39-56).

www.irma-international.org/chapter/leadership-approaches-to-digital-transformation/371858

A Firegroup Mechanism to Provide Intrusion Detection and Prevention System Against DDos

Attack in Collaborative Clustered Networks
M. Poongodiand S. Bose (2014). International Journal of Information Security and Privacy (pp. 1-18).

www.irma-international.org/article/a-firegroup-mechanism-to-provide-intrusion-detection-and-prevention-system-against-

ddos-attack-in-collaborative-clustered-networks/130652

http://www.igi-global.com/chapter/leveraging-access-control-privacy-protection/61496
http://www.igi-global.com/chapter/leveraging-access-control-privacy-protection/61496
http://www.irma-international.org/chapter/fraud-identity-theft-issues/63093
http://www.irma-international.org/chapter/wlan-security-management/23162
http://www.irma-international.org/article/holistic-and-law-compatible-it-security-evaluation/95140
http://www.irma-international.org/chapter/leadership-approaches-to-digital-transformation/371858
http://www.irma-international.org/article/a-firegroup-mechanism-to-provide-intrusion-detection-and-prevention-system-against-ddos-attack-in-collaborative-clustered-networks/130652
http://www.irma-international.org/article/a-firegroup-mechanism-to-provide-intrusion-detection-and-prevention-system-against-ddos-attack-in-collaborative-clustered-networks/130652

