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ABSTRACT

Australia has developed sophisticated national security policies and physical security agencies to protect
against current and future security threats associated with critical infrastructure protection and cyber war-
fare protection. In this paper, the authors examine some common security risks that face Australia and how
government policies and strategies have been developed and changed over time, for example, the proposed
Australian Homeland Security department. This paper discusses the different steps that Australia has under-
taken in relation to developing national policies to deal with critical infrastructure protection.
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INTRODUCTION losses due to computer-related security incidents

Australia is a modern society and is highly
dependent on key critical systems at the na-
tional and state level. These key systems have
become more dominant as the Information Age
has developed. These key systems are grouped
togetherand described as critical infrastructure;
this is infrastructure so vital that its incapacity
or destruction would have a debilitating impact
ondefence and national security (Lewis, 2006).
Many of these critical systems are based upon
ICT (Information and Communication Technol-
ogy) systems.

Australiatakes ICT security very seriously,
it has been estimated that Australian organisa-
tions spend between A$1.37 — A$1.74 billion
per year on IT security, and the total financial
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inthe 2006 financial year have been estimated to
be between $595 and $649 million (Australian
Institute of Criminology, 2009).

This paper will review the current strategies
used by Australia over a decade and evaluate
their differences and discuss the reasons for
these differences. Future threats such as Cyber
Warfare and the steps that are being proposed
will be considered. This paper will highlight
current Australian best practices in critical
infrastructure and cyber warfare protection
many of whichmay be applicable in a European
context and provide an informative contrast.

Initial View of the Australian
Federal Government

The initial focus of the Australian Federal Gov-
ernment policy was that critical infrastructure
protection was a commercial consideration
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and related to Information Security (Busuttil
& Warren, 2004).The Australian Federal Gov-
ernment has been aware of the problems that
Australian corporations may have with dealing
with these new security issues. The Australian
Federal Government has responded by offering
advice for corporations. The initial Australian
Government advice (Australian Government:
Attorney-General’s Department, 1998) sug-
gested ways in which organisations could reduce
Critical Infrastructure Protection risks (Busuttil
& Warren, 2004):

*  Organisations should implement protective
security such as passwords, etc., in accor-
dance to a defined security standard such
as as/nzs 4444 (now 17799) (information
security management);

e Organisations should formally accredit
themselves against security standards such
as as/nzs 4444 (17799);

e Organisations should raise awareness of
security issues such as password security,
e-commerce risks among their staff;

e Organisations should train their staff in
how to use computer security systems ef-
ficiently and effectively.

This advice was subsequently updated and
in 2004 the Australian Government responded
with new security advice (Department of the
Prime Minister and Cabinet, 2004):

e TheAustralian and New Zealand Standard
for Risk Management AS/NZS 4360:1999
is the standard by which all critical infra-
structure will be assessed to assist with
the review of risk management plans for
prevention (including security), prepared-
ness, response and recovery.

In2004 the Australian Federal Government
formally defined the following; “Critical infra-
structure is defined as those physical facilities,
supply chains, information technologies and
communication networks which, if destroyed,
degraded or rendered unavailable for an

extended period, would significantly impact
on the social or economic well-being of the
nation, or affect Australia’s ability to conduct
national defence and ensure national security”
(Department of the Prime Minister and Cabinet,
2004). In essence this description describes
organisations that exist at a government level
oratacorporate level (Department of the Prime
Minister and Cabinet, 2004).

Historically, much of Australia’s infra-
structure was originally owned and operated by
the public sector at the federal, state and local
government levels (Smith, 2004) however the
majority of Australia’s critical infrastructure
has now been privatised and is under private
sector ownership. Consequently, protecting
Australia’s critical infrastructure now requires
ahigher level of cooperation between all levels
of government and the private sector owners.
Hence, the federal government has developed a
policy for critical infrastructure protection that
focuses broadly on addressing the following
strategies (Department of the Prime Minister
and Cabinet, 2004; Australian Government:
Attorney-General’s Department, 2004):

»  Distinguishing critical infrastructures and
ascertaining the risk areas;

»  Aligning the strategies for reducing poten-
tial risk to critical infrastructure;

*  Encouraging and developing effective
partnerships with state and territory gov-
ernments and the private sector;

*  Advancing both domestic and interna-
tional best practice for critical infrastructure
protection.

As Warren and Leitch discussed (2010),
the Australian Federal Government recog-
nised the importance of crucial systems and
the development of new industry support
mechanisms, in particular Trusted Information
Sharing Network (TISN).

The TISN is a forum in which the owners
and operators of critical infrastructure work
together by sharing information on security is-
sues which affect critical infrastructure (TISN,
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