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Chapter  8.7

INTRODUCTION

Currently, genetic testing has developed to the 
extent that doctors can pinpoint missing or de-
fective genes. However, in practically all cases, 
treatments for those diseases are still far off.

Despite the paucity of available treatments for 
genetic conditions at the current time, genetic test-
ing still has an important social value in informing 
people about genetic risk factors for them and their 
offspring (both present and future). For some, 
such as those with an increased risk of cancer (e.g. 
colon or breast cancer), regular surveillance can 
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ABSTRACT

Progress in the field of biomedical science has made it possible to obtain greater knowledge of the hu-
man genome and the nature of genetic disorders. Thanks to these advances, doctors now have the tools 
to diagnose certain disorders, and to carry out genetic tests to determine increased risks of develop-
ing other illnesses and of passing them on to future generations. In addition to the classic single gene 
disorders (like hemophilia and sickle cell anaemia), susceptibility genes are also being identified for 
genetically complex diseases, including many types of cancer, Alzheimer’s disease, diabetes and other 
illnesses (House of Lords, 2009, p. 8). We can look toward a future where genetic test results are an 
important part of every healthy person’s medical file.
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be undertaken which can be beneficial in ensur-
ing early diagnosis to maximize the effective-
ness of available treatments. Genetic testing of 
individuals can bring to light important personal 
and family information about current and future 
health, including mental health, even though this 
may be limited to giving advance warning of a 
propensity or predisposition to certain disorders, 
or information on reproductive capacity and the 
future health of offspring. Knowledge of such 
matters gives individuals the capacity to plan for 
the future and to avoid lifestyle choices that may 
exacerbate the risk of adverse health outcomes. 
And, of course, those who receive a negative test 
result will have their concerns about developing 
a genetic condition in the future or passing on 
genetic risk factors to their offspring alleviated.

But genetic testing could also have significant 
detrimental social impacts. Increasing knowledge 
of the human genome and expanding opportuni-
ties for genetic testing raise new challenges, even 
though diagnosis of genetic risk factors is not of 
itself a new field (having long been available by 
means of mapping family histories for genetic 
diseases). What has changed is the means by 
which genetic information is available and also the 
extent and quality of information which can now 
potentially be obtained as a result of the advance-
ments in relation to genetic testing (Otlowski, 
2002b). While family history remains an important 
consideration in assessing the risk of developing 
a genetic disease, or a disease which has genetic 
as well as environmental triggers, genetic testing 
provides higher quality information in the sense 
that it can actually identify the genetic mutations 
that provide those genetic triggers. Hence, while 
genetic testing does not provide certainty about 
the onset of disease–neither its inevitability nor its 
severity–it does enhance the capacity to measure 
risk. Such information provides knowledge of 
highly personal aspects of the tested individual 
and directly affects his or her innermost sphere. 
The personal nature of this information means that 
particular care needs to be taken in establishing 

appropriate regulatory frameworks for dealing 
with it.

Unless appropriate procedures are put in place 
to protect this information, there is a risk that 
individuals may simply choose to refuse testing, 
even though it might otherwise provide significant 
benefits to them and their families (Keogh, 2009). 
The role of the law in this area should be to pro-
vide an appropriate balance between protecting 
the interests of individuals who undergo testing 
and taking into account other legitimate interests.

The aim of this article is to point out the main 
dilemmas in the field, with specific focus on the 
issues associated with genetic privacy, centered 
around three key questions:

1. 	 How is the protection of genetic privacy 
recognized by law?

2. 	 Does a person who undergoes genetic testing 
have a right to know test results as well as 
a right not to know?

3. 	 To what extent can genetic test informa-
tion be used outside of the confidential 
doctor-patient relationship by third parties 
including:
◦◦ Other healthcare providers;
◦◦ Other family members; and
◦◦ Insurers and employers.

4. 	 What new issues does direct-to-consumer 
testing raise?

The article starts by considering the available 
evidence on the extent to which these dilem-
mas are affecting members of the public in their 
decision-making about genetic testing and use of 
their genetic information. The article then exam-
ines the solutions that have been offered to these 
dilemmas within the international, European and 
Australian regulatory frameworks.

The rationale for examining these issues in the 
European context is that the European framework 
for personal data protection was established much 
earlier than in other jurisdictions.1 and has under-
gone much greater scrutiny at the policy level. 



 

 

20 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/genetic-testing-protection-genetic-privacy/61036

Related Content

CloudIoT: Towards Seamless and Secure Integration of Cloud Computing With Internet of

Things
Junaid Latief Shah, Heena Farooq Bhatand Asif Iqbal Khan (2019). International Journal of Digital Crime

and Forensics (pp. 1-22).

www.irma-international.org/article/cloudiot/227637

A Multistage Framework to Defend Against Phishing Attacks
Madhusudhanan Chandrasekaranand Shambhu Upadhyaya (2012). Cyber Crime: Concepts,

Methodologies, Tools and Applications  (pp. 245-262).

www.irma-international.org/chapter/multistage-framework-defend-against-phishing/60952

Analysis of WeChat Subscription Influence Based on Topic Diffusion
Cong Zhang, Yuan'An Liu, Fan Wu, Lidong Zhaiand Hui Lu (2019). International Journal of Digital Crime

and Forensics (pp. 130-148).

www.irma-international.org/article/analysis-of-wechat-subscription-influence-based-on-topic-diffusion/238889

A Conceptual Methodology for Dealing with Terrorism "Narratives"
Gian Piero Zarri (2010). International Journal of Digital Crime and Forensics (pp. 47-63).

www.irma-international.org/article/conceptual-methodology-dealing-terrorism-narratives/43554

A Universal Image Forensics of Smoothing Filtering
Anjie Peng, Gao Yu, Yadong Wu, Qiong Zhangand Xiangui Kang (2020). Digital Forensics and Forensic

Investigations: Breakthroughs in Research and Practice  (pp. 49-60).

www.irma-international.org/chapter/a-universal-image-forensics-of-smoothing-filtering/252678

http://www.igi-global.com/chapter/genetic-testing-protection-genetic-privacy/61036
http://www.irma-international.org/article/cloudiot/227637
http://www.irma-international.org/chapter/multistage-framework-defend-against-phishing/60952
http://www.irma-international.org/article/analysis-of-wechat-subscription-influence-based-on-topic-diffusion/238889
http://www.irma-international.org/article/conceptual-methodology-dealing-terrorism-narratives/43554
http://www.irma-international.org/chapter/a-universal-image-forensics-of-smoothing-filtering/252678

