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INTRODUCTION

Recent advances in positioning technologies, 
such as global positioning systems and cellular 
triangulation techniques, have not only provided 
consumers with unprecedented accessibility to 
network services while on the move, but also 
enabled the localization of services (Bellavista, 
Kupper, & Helal, 2008). Locatability, that is, the 
ability of mobile hosts to determine the current 
physical location of wireless devices, is thus the 

key enabler of an alluring mobile business opera-
tion (Junglas & Watson, 2003). In the literature, 
commercial location-sensitive applications and 
services that utilize geographical positioning 
information to provide value-added services are 
generally termed location-based services (LBS), 
marketed under terms like ‘Location-Commerce’ 
or ‘L-Commerce’ (Barnes, 2003).

Despite the growing attention given to LBS, 
little is understood about the differential effects of 
alternative protocols for locating client devices on 
the mobile consumer perceptions and behaviors. 
To offer personalized services that are tailored 
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to mobile consumers’ activity contexts, LBS 
providers deliver information content through 
mobile communication and positioning systems 
in two ways – push and pull mechanisms. In the 
pull mechanism (i.e., reactive LBS), individuals 
request information and services based on their 
locations, e.g., a user might request a list of nearby 
points of interest. In the push mechanism (i.e., 
proactive LBS), location-sensitive content is au-
tomatically sent to individuals based on tracking 
their locations. From the consumer perspective, 
the pull-based L-Commerce entails a higher level 
of control, but consequent time and cognitive 
investment to manage personal information are 
relatively high. The push-based L-Commerce, on 
the other hand, allows for the regular canvassing 
of information sources for updated information 
and automatic delivery (Edmunds & Morris, 
2000): less control but also less effort. Although 
the push-based L-Commerce may reduce consum-
ers’ information processing and retrieval efforts, 
it increases the amount of potentially irrelevant 
information that consumers have to deal with as 
well as the amount of personal location informa-
tion that they have to disclose to service providers 
(Eppler & Mengis, 2004).

Will the push-based L-Commerce be expe-
rienced as more intrusive to individual privacy 
and/or as interruptive to the mobile consumer’s 
activity? How will mobile consumers make the 
tradeoff between privacy concerns and instrumen-
tal values of L-Commerce? In this chapter, we 
attempt to respond to these questions by discussing 
the differences between push and pull mecha-
nisms and discussing how these differences may 
lead to different mobile consumers’ perceptions 
of push-based and pull-based L-Commerce. In 
what follows, we present the conceptual analysis, 
describing the personalization privacy paradox, 
and discussing the different impacts of pull and 
push mechanisms on the privacy personalization 
paradox. This is followed by a discussion of the 
key results, directions for future research, and 
theoretical implications.

CONCEPTUAL ANALYSIS

The Personalization Privacy Paradox

Information privacy refers to the ability of the in-
dividual to control the terms under which personal 
information is acquired and used (Westin, 1967). 
Within the robust body of research that attempts 
to understand the nature of consumer privacy, it 
has been found that the calculus perspective of 
privacy is “the most useful framework for analyz-
ing contemporary consumer privacy concerns” 
(Culnan & Bies, 2003, p.326). This perspective 
reflects an implicit understanding that privacy 
is not absolute (Klopfer & Rubenstein, 1977); 
rather, the individual’s privacy interests can be 
interpreted based on a “calculus of behavior” 
(Laufer & Wolfe, 1977, p.36). That is to say, in-
dividuals can be expected to behave as if they are 
performing a risk-benefit analysis (i.e., privacy 
calculus) in assessing the outcomes they will re-
ceive as a result of providing personal information 
to corporations (Culnan & Bies, 2003). Applying 
the notion of privacy calculus to the understand-
ing of the tradeoff between personalization and 
privacy, we may interpret the usage of personal-
ized information or service as an exchange where 
consumers disclose their personal information in 
return for the customized information or services. 
Prior studies have confirmed that users are more 
likely to provide personal information when they 
perceive higher value in the personalization ser-
vices offered (White, 2004).

Labeled as one type of context-awareness 
applications, L-Commerce can provide a user 
with the value of contextualization by sending 
the user with relevant promotional information 
based on the user’s location, identity, activity 
and time (Barnes, 2003). Personalization has 
been generally defined as “the ability to provide 
content and services that are tailored to individuals 
based on knowledge about their preferences and 
behaviors” (Adomavicius & Tuzhilin, 2005, p.84). 
In the context of L-Commerce, personalization 



 

 

8 more pages are available in the full version of this document, which may be

purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/personalization-privacy-paradox/61019

Related Content

An Improved Fingerprinting Algorithm for Detection of Video Frame Duplication Forgery
Yongjian Hu, Chang-Tsun Li, Yufei Wangand Bei-bei Liu (2012). International Journal of Digital Crime and

Forensics (pp. 20-32).

www.irma-international.org/article/improved-fingerprinting-algorithm-detection-video/72322

Design of Mobile Botnet Based on Open Service
Fenggang Sun, Lidong Zhai, Yuejin Du, Peng Wangand Jun Li (2016). International Journal of Digital Crime

and Forensics (pp. 1-10).

www.irma-international.org/article/design-of-mobile-botnet-based-on-open-service/158898

Security Framework for Smart Visual Sensor Networks
G. Suseelaand Y. Asnath Victy Phamila (2019). Countering Cyber Attacks and Preserving the Integrity and

Availability of Critical Systems (pp. 230-252).

www.irma-international.org/chapter/security-framework-for-smart-visual-sensor-networks/222226

Data Mining and Privacy
Esma Aïmeurand Sébastien Gambs (2012). Cyber Crime: Concepts, Methodologies, Tools and

Applications  (pp. 146-153).

www.irma-international.org/chapter/data-mining-privacy/60946

Essential Mobile-Commerce Technology
 (2012). Cyber Crime: Concepts, Methodologies, Tools and Applications  (pp. 641-670).

www.irma-international.org/chapter/essential-mobile-commerce-technology/60973

http://www.igi-global.com/chapter/personalization-privacy-paradox/61019
http://www.irma-international.org/article/improved-fingerprinting-algorithm-detection-video/72322
http://www.irma-international.org/article/design-of-mobile-botnet-based-on-open-service/158898
http://www.irma-international.org/chapter/security-framework-for-smart-visual-sensor-networks/222226
http://www.irma-international.org/chapter/data-mining-privacy/60946
http://www.irma-international.org/chapter/essential-mobile-commerce-technology/60973

