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ABSTRACT

This chapter outlines the Romanian data protection legal regime governing the cross-border transfers 
of personal data, both to countries located in the European Union (EU) or in the European Economic 
Area (EEA), as well as to non-EU or non-EEA countries. In addressing the Romanian legal require-
ments related to international transfers of personal data, a high level insight into the background of 
Romanian data protection principles and main rules applicable in the broader context of privacy proves 
useful. Although this chapter analyzes mainly the Romanian legal regime of data protection, with a 
special emphasis on cross-border transfer of personal data, a similar interpretation and application 
of the data protection related requirements may also be encountered in other European jurisdictions. 
While expounding primarily on data transfer related matters, this chapter also looks at how the EU 
Data Protection Directive (Directive No. 95/46 EC), as well as the relevant secondary legislation in the 
field of data protection, has been implemented into Romanian law.
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1. INTRODUCTION

In a world characterized by constant interaction 
between individuals’ fundamental rights (includ-
ing the right to privacy) and global corporate 
entities highly business oriented, data protec-
tion is a noteworthy area whose complexity and 
requirements may give rise to major practical 
concerns. In order to mitigate potential issues 
arising thereof (as their elimination may prove 
difficult, despite any intent to observe data pro-
tection requirements), both companies engaged 
in businesses covering a worldwide area, as well 
as locally based companies should be aware of 
the major importance that data protection require-
ments have over their businesses. As transfers of 
personal data frequently occur in the international 
business environment, and the processing of per-
sonal data of the companies’ clients, employees, 
partners etc. is usually inherent to the companies’ 
day-to-day activity, consideration to the specific 
Romanian requirements for cross-border transfers 
of personal data should be given. Moreover, as 
such transfers of personal data represent a form 
of data processing (as such concept will be further 
explained herein), the present paper also reiterates 
the general principles applicable to the personal 
data processing, as set forth by Romanian legisla-
tion in force as of March 31, 2010.

In line with European legislation aimed at offer-
ing an adequate level of data protection, Romania 
has implemented the EU Data Protection Directive 
that sets out the legal framework for the processing 
of the individuals’ personal data. The Romanian 
implementation law no. 677/2001 on the protec-
tion of individuals with regard to the processing 
of personal data and on the free movement of such 
data (the “Data Protection Law”), as well as the 
secondary domestic legislation, generally takes 
over the key concepts and principles of the EU 
Data Protection Directive, thus integrating itself 
into a system of supranational law focused on 
facilitating the free movement of personal data.

Although the main subject of this paper is 
represented by the requirements set forth by the 
Romanian legislation in the field of cross-border 
transfer of personal data, certain preliminary 
observations should be nevertheless made with 
respect to the general principles arising out of the 
Data Protection Law, as well as a brief outline of 
the main data protection related concepts.

2. BACKGROUND OF ROMANIAN 
DATA PROTECTION LAW

Giving effect to the EU Data Protection Direc-
tive that “seeks to establish an equivalent level of 
protection for personal data in all Member States, 
so as to facilitate the transfer of personal data 
across national boundaries within the European 
Union” (Carey, 2009, p. 6), the Romanian Data 
Protection Law has as its main purpose the pro-
tection of the individuals’ fundamental rights and 
liberties, especially the right to intimacy, family 
and private life, with respect to the processing of 
personal data.

2.1. The Main Features of the 
Romanian Data Protection Law

The main features of the Romanian Data Protection 
Law are given by the following aspects:

2.1.1. Scope of Application

The Data Protection Law is intended to apply 
to personal data processed wholly or in part by 
automatic means, as well as to processing of per-
sonal data within an evidentiary system or data 
that are intended to be included in such system 
by other means than the automatic ones. The 
abovementioned law applies to the processing of 
personal data carried out by either natural or legal 
persons, Romanian or foreign, public or private 
entities, irrespective of whether the processing is 
performed in the public sector or in the private 



 

 

17 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/cross-border-transfer-personal-data/60984

Related Content

A Cyber Crime Investigation Model Based on Case Characteristics
Zhi Jun Liu (2017). International Journal of Digital Crime and Forensics (pp. 40-47).

www.irma-international.org/article/a-cyber-crime-investigation-model-based-on-case-characteristics/188361

Web-Based Child Pornography: Quantification and Qualification of Demand
Chad M.S. Steel (2009). International Journal of Digital Crime and Forensics (pp. 58-69).

www.irma-international.org/article/web-based-child-pornography/37425

Exploring Dimensions of Artificial Intelligence in Criminal Investigations and Technological

Aspects
Saloni Mishra, Hind Hammouch, Manmeet Kaur Arora, Sahil Lal, Hemant Kumar Sainiand Anurodh

Upadhyay (2025). Forensic Intelligence and Deep Learning Solutions in Crime Investigation (pp. 147-162).

www.irma-international.org/chapter/exploring-dimensions-of-artificial-intelligence-in-criminal-investigations-and-

technological-aspects/371340

Semi-Fragile Image Watermarking, Authentication and Localization Techniques for Law

Enforcement Applications
Xi Zhaoand Anthony T.S. Ho (2010). Handbook of Research on Computational Forensics, Digital Crime,

and Investigation: Methods and Solutions  (pp. 176-203).

www.irma-international.org/chapter/semi-fragile-image-watermarking-authentication/39218

The State of the Art Forensic Techniques in Mobile Cloud Environment: A Survey, Challenges

and Current Trends
Muhammad Faheem, Tahar Kechadiand Nhien An Le-Khac (2015). International Journal of Digital Crime

and Forensics (pp. 1-19).

www.irma-international.org/article/the-state-of-the-art-forensic-techniques-in-mobile-cloud-environment/132965

http://www.igi-global.com/chapter/cross-border-transfer-personal-data/60984
http://www.irma-international.org/article/a-cyber-crime-investigation-model-based-on-case-characteristics/188361
http://www.irma-international.org/article/web-based-child-pornography/37425
http://www.irma-international.org/chapter/exploring-dimensions-of-artificial-intelligence-in-criminal-investigations-and-technological-aspects/371340
http://www.irma-international.org/chapter/exploring-dimensions-of-artificial-intelligence-in-criminal-investigations-and-technological-aspects/371340
http://www.irma-international.org/chapter/semi-fragile-image-watermarking-authentication/39218
http://www.irma-international.org/article/the-state-of-the-art-forensic-techniques-in-mobile-cloud-environment/132965

