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ABSTRACT

During software maintenance of security-relevant software, before changes are made, the impact 
analysis must be able to answer two questions: (1) How do changes in the (security) requirements affect 
the system´s architecture and code? (2) How do changes in the code affect the system´s requirements 
satisfaction, e.g. security?

A precondition to answer these questions reliably is that both requirements and code are documented 
and these models are linked traceably to each other. However, in practice, this often is not the case. In a 
situation where parts of this documentation are missing or outdated, in a first step, one needs methods 
for reconstructing and linking the models to each other. Such methods are known in the domains of 
requirements engineering and reverse engineering.

Requirements engineering and reverse engineering are two separate arts so far. However, as both solve 
parts of the same problem, we expect that combining methods from both domains can even better support 
the software documentation reconstruction and thus the impact analysis of security-relevant systems.

The contribution this chapter makes is to provide a literature overview on security requirements engi-
neering methods as well as reverse engineering methods and to provide for categories to discuss how 
one can choose and link such methods to answer the two impact analysis questions.
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INTRODUCTION

Software maintenance includes the modification 
of a software system after its delivery in order to 
adapt it to changed requirements or to a changed 
environment or for the fault-correction (IEEE, 
1998). This means that the requirements as well as 
the code evolve. It is important that before changes 
are made, their impact is analyzed, especially for 
security-relevant software.

The impact analysis must be able to answer 
two questions: (1) How do changes in the (secu-
rity) requirements affect the system´s architecture 
and code?, and (2) How do changes in the code 
affect the system´s requirements satisfaction, e.g. 
security?

A precondition to answer these questions 
reliably is that both requirements and code are 
documented and these models are linked traceably 
to each other (Pfleeger and Bohner, 1990). These 
documentations must be complete and up-to-date. 
However, in practice, this often is not the case, as 
a survey has shown (Schier and Herrmann, 2010). 
In a situation where parts of this documentation 
are missing or outdated, in a first step, one needs 
methods for reconstructing and linking the models 
to each other. Only the second step can be to use 
these models for impact analysis and all other 
activities of model-driven software development.

So far, the analysis of security requirements 
engineering and reverse engineering play different 
roles during software maintenance:

The requirements engineering of security 
requirements identifies and models – in the form 
of requirements - what security means for differ-
ent stakeholders, whether an existing software 
system is secure (i.e., whether it satisfies the 
security requirements) and how the security of 
this system can be improved. As security require-
ments are and must be specified from different 
viewpoints (like manager, user, architect and 
developer perspective), we claim that security 
requirements engineering can and should link these 
perspectives to each other (see Figure 1). Reverse 

engineering “is the process of analyzing a subject 
system to identify the system’s components and 
their interrelationships and create representations 
of the system in another form or at a higher level 
of abstraction” (Chikofsky and Cross II, 1990).

Requirements engineering and reverse engi-
neering are two separate arts so far. (For instance, 
authors of requirements engineering articles do 
not cite reverse engineering articles and vice 
versa.) Requirements engineering belongs to the 
forward engineering process and usually proceeds 
top-down – from business objectives to user 
requirements. Reverse engineering vice versa 
proceeds bottom-up – from code to architecture 
models – as illustrated in Figure 1. However, as 
both solve parts of the same problem, we expect 
that combining methods from both domains can 
even better support the software documentation 
reconstruction and thus the impact analysis of 
security-relevant system.

In what follows, we focus on security require-
ments, where we believe that the topics treated in 
this chapter are most relevant. Also, we want to 
focus the literature overview, because security 
requirements engineering uses specific models 
which are often requirements engineering models 
adapted to security. Nevertheless, we expect that 
the framework we develop for to combine require-
ments engineering and reverse engineering meth-
ods can be applied to other software properties 
also, not only to security.

This chapter – based on the state of the art 
– discusses how methods from both disciplines 
can be combined during software maintenance in 
order to support the impact analysis. This chapter 
has the following structure: First, we start with 
some definitions needed in this chapter. Then, we 
develop categories which help to classify methods 
for the impact analysis and the model preparation 
for it. The subsequent two subchapters describe 
and classify the state of the art of security re-
quirements engineering and reverse engineering 
methods. Finally, we summarize the state of the 
art and discuss how these methods can be chosen 



 

 

33 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/interplay-security-requirements-engineering-

reverse/60717

Related Content

Security Gaps in Databases: A Comparison of Alternative Software Products for Web

Applications Support
Afonso Araújo Netoand Marco Vieira (2011). International Journal of Secure Software Engineering (pp. 42-

62).

www.irma-international.org/article/security-gaps-databases/58507

Building Defect Prediction Models in Practice
Rudolf Ramler, Johannes Himmelbauerand Thomas Natschläger (2014). Handbook of Research on

Emerging Advancements and Technologies in Software Engineering (pp. 540-565).

www.irma-international.org/chapter/building-defect-prediction-models-in-practice/108635

Model-Driven Software Refactoring
Tom Mens, Gabriele Taentzerand Dirk Müller (2009). Model-Driven Software Development: Integrating

Quality Assurance  (pp. 170-203).

www.irma-international.org/chapter/model-driven-software-refactoring/26830

Digital Library Structure and Software
Cavan McCarthy (2009). Software Applications: Concepts, Methodologies, Tools, and Applications  (pp.

1742-1749).

www.irma-international.org/chapter/digital-library-structure-software/29474

Survey of Motivation to Work Among Non-Regular Employees in the Food Services Companies:

A Statistical Analysis Considering Length of Employment
Tomonori Matsukiand Jun Nakamura (2018). International Journal of Systems and Service-Oriented

Engineering (pp. 41-61).

www.irma-international.org/article/survey-of-motivation-to-work-among-non-regular-employees-in-the-food-services-

companies/213954

http://www.igi-global.com/chapter/interplay-security-requirements-engineering-reverse/60717
http://www.igi-global.com/chapter/interplay-security-requirements-engineering-reverse/60717
http://www.irma-international.org/article/security-gaps-databases/58507
http://www.irma-international.org/chapter/building-defect-prediction-models-in-practice/108635
http://www.irma-international.org/chapter/model-driven-software-refactoring/26830
http://www.irma-international.org/chapter/digital-library-structure-software/29474
http://www.irma-international.org/article/survey-of-motivation-to-work-among-non-regular-employees-in-the-food-services-companies/213954
http://www.irma-international.org/article/survey-of-motivation-to-work-among-non-regular-employees-in-the-food-services-companies/213954

