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ABSTRACT

This chapter presents performance of a new technique for constructing Quasi-Cyclic Low-Density Parity-
Check (QC-LDPC) encrypted codes based on a row division method. The new QC-LDPC encrypted
codes are flexible in terms of large girth, multiple code rates, and large block lengths. In the proposed
algorithm, the restructuring of the interconnections is developed by splitting the rows into subrows. This
row division reduces the load on the processing node and ultimately reduces the hardware complexity.
In this method of encrypted code construction, rows are used to form a distance graph. They are then
transformed to a parity-check matrix in order to acquire the desired girth. In this work, matrices are
divided into small sub-matrices, which result in improved decoding performance and reduce waiting time
of the messages to be updated. Matrix sub-division increases the number of sub-matrices to be managed
and memory requirement. Moreover, Prototype architecture of the LDPC codes has been implemented by

writing Hardware Description Language (VHDL) code and targeted to a Xilinx Spartan-3E XC3S500E
FPGA chip.
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INTRODUCTION

The means by which people correspond has radi-
cally changed since the early days of communica-
tion. Atthe moment, wireless networks and devices
communicate far more than conventional verbal
conversations. It has been noted that the cellular
phone industry is facing revenue losses every year
due to illegal handling of their services. As the
cellular systems are developed, newly employed
security features cut down the possibility of
technical hoaxs. Nevertheless, as third generation
(3G) cellular systems become the main part of
omnipresent wireless communication, the security
of cellular systems confronts new challenges.
Integration and interfacing of these systems into
packet switching networks will expose them to
all kinds of intentional and unintentional attacks,
and will require an advanced level of security.
Security and encryption are necessary concerns
in this computer age.

This chapter explores the research and develop-
ment of new encryption codes and systems. The
term code has a number of different meanings
and in this chapter where it is used to refer to a
computer program or software those terms will
be used everywhere else the term code or coding
will be used to refer to encryption and digital se-
curity systems. A secure system constrains from
doing anything that it is not supposed to do. The
key prospects of security are Confidentiality,
Integrity and Availability. These three views also
are named as Computational Intelligence (CI).
Confidentiality is all about asserting privacy and
Integrity is about ascertaining the precision and
completeness of information while Availability is
about guaranteeing the availability of information
to authorized hands.

This chapter presents a new technique for de-
signing and implementing QC-LDPC encrypted
codes based on a row division method. The new
encrypted codes offer more flexibility in terms of
large girth, multiple code rates and large lengths.
In this method of encrypted code construction,
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the rows are used to form the distance graph. In
the proposed algorithm, the restructuring of the
interconnections is developed by splitting the rows
into subrows. This row division reduces the load
on processing nodes and ultimately reduces the
hardware complexity.

Channel coding is a broadly used term mostly
referring to the forward error correction code and
bit interleaving in communication and storage
where the communication media or storage media
is viewed as a channel and plays a key role in
providing a reliable communication method that
canovercome signal degradation in practical chan-
nels. The breakthrough of convolutional codes
(Charles, 1997) led a new field of study into non-
algebraic codes based on linear transformations
using generator and parity-check matrices. These
use error-correcting that firstly transforms each
m-bitinformation symbol (each m-bit string) into
an n-bit symbol, where m/n is the code rate (n >
m) and secondly the transformation is a function
of the last k information symbols, where £ is the
constraintlength of the code. Convolutional codes
are encoded using a finite-state process, which
generates a linear order encoding scheme. Since
then convolutional codes have led to the discovery
ofanew class of codes called Turbo codes (Berrou
et al., 1993), which are a class of concatenated
convolutional codes that randomize the order of
some of the bits by using an interleaver.

Turbo codes are the first to approach error
correction, providing a powerful error correction
capability when decoded by an iterative decoding
algorithm (Berrouetal., 1993). Therediscovery of
Low Density Parity Check (LDPC) code, which
was originally proposed by Gallager (1963) and
was later generalized as MacKay-Neal code
(Mackay and Neal, 1996) making Turbo codes
the Forward Error Correction (FEC) technique.
LDPC codes were neglected for a long time as
their computational complexity was too high for
the hardware technology available. LDPC codes
have acquired considerable attention due to their
near-capacity error execution and powerful chan-



18 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/development-efficient-secure-mobile-

communication/60362

Related Content

Innovation Concept Challenges: Troubles on the SMEs Way to Innovate

George Leal Jamil (2020). Disruptive Technology: Concepts, Methodologies, Tools, and Applications (pp.
75-96).

www.irma-international.org/chapter/innovation-concept-challenges/231181

Al-Based Detection and Mitigation of Hardware Trojans

Muhammad Alvin Pratamaand Binastya Anggara Sekti (2026). Al-Driven Hardware Security: Architectures,
Chips, and Trust (pp. 197-222).
www.irma-international.org/chapter/ai-based-detection-and-mitigation-of-hardware-trojans/406402

Analysis of Human Emotions Using Galvanic Skin Response and Finger Tip Temperature
G. Shivakumarand P. A. Vijaya (2012). Computer Engineering: Concepts, Methodologies, Tools and
Applications (pp. 792-802).
www.irma-international.org/chapter/analysis-human-emotions-using-galvanic/62479

Designing an Evaluation Tool to Measure Emotional Goals

Maheswaree Kissoon Curumsing, Sonja Pedelland Rajesh Vasa (2018). Computer Systems and Software
Engineering: Concepts, Methodologies, Tools, and Applications (pp. 969-992).
www.irma-international.org/chapter/designing-an-evaluation-tool-to-measure-emotional-goals/192909

Reconceptualising Cyber Security: Safeguarding Human Rights in the Era of Cyber Surveillance
Andrew N. Liaropoulos (2018). Cyber Security and Threats: Concepts, Methodologies, Tools, and
Applications (pp. 16-26).

www.irma-international.org/chapter/reconceptualising-cyber-security/203495



http://www.igi-global.com/chapter/development-efficient-secure-mobile-communication/60362
http://www.igi-global.com/chapter/development-efficient-secure-mobile-communication/60362
http://www.irma-international.org/chapter/innovation-concept-challenges/231181
http://www.irma-international.org/chapter/ai-based-detection-and-mitigation-of-hardware-trojans/406402
http://www.irma-international.org/chapter/analysis-human-emotions-using-galvanic/62479
http://www.irma-international.org/chapter/designing-an-evaluation-tool-to-measure-emotional-goals/192909
http://www.irma-international.org/chapter/reconceptualising-cyber-security/203495

