631

Chapter 3.16

Secure Key Generation for
Static Visual Watermarking by
Machine Learning in Intelligent

Systems and Services

Kensuke Naoe
Keio University, Japan

Hideyasu Sasaki
Ritsumeikan University, Japan

Yoshiyasu Takefuji
Keio University, Japan

ABSTRACT

The Service-Oriented Architecture (SOA) de-
mands supportive technologies and new require-
ments for mobile collaboration across multiple
platforms. One of its representative solutions
is intelligent information security of enterprise
resources for collaboration systems and services.
Digital watermarking became akey technology for
protecting copyrights. In this article, the authors
propose a method of key generation scheme for
static visual digital watermarking by using ma-
chine learning technology, neural network as its
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exemplary approach formachine learning method.
The proposed method is to provide intelligent
mobile collaboration with secure data transactions
using machine learning approaches, herein neural
network approach as an exemplary technology.
First, the proposed method of key generation is
to extract certain type of bit patterns in the forms
of visual features out of visual objects or data as
training data set for machine learning of digital
watermark. Second, the proposed method of water-
mark extraction is processed by presenting visual
features of the target visual image into extraction
key orhereinisaclassifier generated in advance by
the training approach of machine learning technol-
ogy. Third, the training approach is to generate the
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extraction key, which is conditioned to generate
watermark signal patterns, only if proper visual
features are presented to the classifier. In the
proposed method, this classifier which is gener-
ated by the machine learning process is used as
watermark extraction key. The proposed method
isto contribute to secure visual information hiding
without losing any detailed data of visual objects
orany additional resources ofhiding visual objects
as molds to embed hidden visual objects. In the
experiments, they have shown that our proposed
method is robust to high pass filtering and JPEG
compression. The proposed method is limited in
its applications on the positions of the feature
sub-blocks, especially on geometric attacks like
shrinking or rotation of the image.

INTRODUCTION

In this article, we propose a method of key gen-
eration scheme (Figure 1) for static visual digital
watermarking (Figure 2) by using machine learn-

ing technology, neural network as its exemplary
approach for machine learning method.

The proposed method is to provide intelligent
mobile collaboration with secure data transactions
using machine learning approaches, herein neural
network approach as an exemplary technology.
First, the proposed method of key generation is
to extract certain type of bit patterns in the forms
of visual features out of visual objects or data as
training data set for machine learning of digital
watermark. Second, the proposed method of
watermark extraction is processed by presenting
visual features of the target visual image into
extraction key or herein is a classifier generated
in advance by the training approach of machine
learning technology. Third, the training approach
is to generate the extraction key which is condi-
tioned to generate watermark signal patterns only
if proper visual features are presented to the clas-
sifier. In our proposed method, this classifier
which is generated by the machine learning pro-
cess is used as watermark extraction key.

Figure 1. Key generation scheme in embedding procedure
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