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ABSTRACT

In this paper, the authors propose information 
hiding by machine learning: a method of key 
generation for information extracting using neural 
network. The method consists of three layers for 
information hiding. First, the proposed method 
prepares feature extraction keys, which are saved 
by feature extraction attributes like feature coor-
dinates and the region of frequency coefficients. 
Second, the proposed method prepares hidden 

patterns in advance to the embedding procedure 
as a watermark signal of the target contents. Fi-
nally, the proposed method generates information 
extraction keys by using machine learning to out-
put presented hidden patterns. The proper hidden 
patterns are generated with the proper information 
extraction key and feature extraction key. In the 
experiments, the authors show that the proposed 
method is robust to high pass filtering and JPEG 
compression. The proposed method contributes to 
secure visual information hiding without damag-
ing any detailed data of the target content.
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Information Hiding by Machine Learning

INTRODUCTION

In this paper, we propose a method of key genera-
tion scheme for static visual information hiding 
by using machine learning technology, neural 
network as its exemplary approach for machine 
learning method.

The proposed method is to hide bit patterns 
as training data set for machine learning and the 
generated classifier acts as an information extrac-
tion key. These hidden patterns are prepared in 
advance to embedding procedure for the purpose 
of fingerprint or watermark signal of the target 
content. Machine learning is processed so that the 
generated classifier herein is neural network, to 
output the presented hidden patterns when feature 
values are presented to the classifier. This feature 
values are extracted using feature extraction key 
which is prepared before the embedding process. 
Feature extraction key contains information such 
as feature coordinates and regions of frequency 
coefficients. Also, the generated classifier in the 
machine learning process is saved as information 

extraction key for extraction process. Information 
extraction procedure is properly processed only 
by having two proper keys of feature extraction 
key and information hiding key.

Our method consists of three layers for digital 
watermarking as an application of our informa-
tion hiding and information retrieval method: The 
first layer prepares feature extraction key, which 
is saved by feature extraction attributes includ-
ing feature coordinates and regions of frequency 
coefficient of visual information; The second 
layer prepares watermark bit patterns to be related 
with the target content, in advance to the third 
embedding procedure, as watermark values of the 
visual information; And, the third layer generates 
watermark extraction key which is the classifier 
generated by the machine learning process. The 
discussed watermark extraction key and feature 
extraction key identify the related or associated 
hidden pattern which is the watermark values for 
proper digital watermarking procedure as shown 
in Figures 1 and 2.

Figure 1. Key generation scheme in the proposed method



 

 

26 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/information-hiding-machine-learning/56140

Related Content

Simulation and Visualization of Concept Algebra in MATLAB
Xiaoyu Linand Yingxu Wang (2014). International Journal of Software Science and Computational

Intelligence (pp. 30-55).

www.irma-international.org/article/simulation-and-visualization-of-concept-algebra-in-matlab/114095

Soft Sets: Theory and Applications
Pinaki Majumdar (2014). Global Trends in Intelligent Computing Research and Development (pp. 445-494).

www.irma-international.org/chapter/soft-sets/97068

Machine Learning Techniques in Handwriting Recognition: Problems and Solutions
Hong Lee, Brijesh  Verma, Michael Liand Ashfaqur Rahman (2012). Machine Learning Algorithms for

Problem Solving in Computational Applications: Intelligent Techniques  (pp. 12-29).

www.irma-international.org/chapter/machine-learning-techniques-handwriting-recognition/67694

Population Based Equilibrium in Hybrid SA/PSO for Combinatorial Optimization: Hybrid SA/PSO

for Combinatorial Optimization
Kenneth Brezinski, Michael Guevarraand Ken Ferens (2020). International Journal of Software Science and

Computational Intelligence (pp. 74-86).

www.irma-international.org/article/population-based-equilibrium-in-hybrid-sapso-for-combinatorial-optimization/252216

A Distributed Algorithm for Computing Groups in IoT Systems
Zine El Abidine Bouneb (2022). International Journal of Software Science and Computational Intelligence

(pp. 1-21).

www.irma-international.org/article/a-distributed-algorithm-for-computing-groups-in-iot-systems/300363

http://www.igi-global.com/chapter/information-hiding-machine-learning/56140
http://www.irma-international.org/article/simulation-and-visualization-of-concept-algebra-in-matlab/114095
http://www.irma-international.org/chapter/soft-sets/97068
http://www.irma-international.org/chapter/machine-learning-techniques-handwriting-recognition/67694
http://www.irma-international.org/article/population-based-equilibrium-in-hybrid-sapso-for-combinatorial-optimization/252216
http://www.irma-international.org/article/a-distributed-algorithm-for-computing-groups-in-iot-systems/300363

