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ABSTRACT

Traditional cash has long been envisioned to be replaced with ‘virtual’ or electronic cash. Electronic
money and electronic payment systems for retail transactions are commanding widespread attention.
Undeniably, electronic payment cites advantages such as efficiency and convenience to the consumers.
However, with the rapid change and advances in technology, has posed significant risks, related to en-
suring security and integrity of electronic payment systems in today s cyber world. Therefore, this study
attempts to understand the role of electronic payments for consumers, and to identify the problems and
solutions in the emergence of electronic payments. This study also explores the challenges of electronic
payments from a security perspective, in particular, and provides preliminary security countermeasures
for each of the issues discussed. Beside that, the study also discusses further on the prospects of elec-
tronic payment systems. It is essential to put in place an integrated, overall risk-management approach
to security, including independent security assessments as one of the components in the use of electronic
payment products.

INTRODUCTION

Money in retail transactions is becoming elec-
tronic, transformed into information and stored on
a computer chip in a plastic card or on a personal
computer so that it can be transmitted over open
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information systems, such as the Internet. An
electronic payment is characterized as a substi-
tute for physical currency. It is a replacement for
currency like other payment mechanisms such as
credit cards, checks, traveler’s checks, and debit
cards. Electronic paymentis a direct substitute for
traditional cash, where value is transferred elec-
tronically to pay for goods and services at vending
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machines, retail establishments, over networks,
or through direct person-to-person exchange me-
dium. The goal of electronic payment is to make
purchasing simpler. For example, stored-value
cards let consumers transfer cash value to a card.
They are commonly used in public transportation,
at colleges and universities, at petrol stations, and
for prepaid mobile phone usage.

The potential benefits of e-money to consum-
ers include:

. faster, more efficient transactions

. less need to carry pocket money

. loyalty and frequent user plans

. automatic personal financialrecord-keeping

. possible financial anonymity

e possible security from theft

° access to electronic commerce

. more personalized banking services and
instruments

The potential benefits of e-money to businesses
are extensive, which include:

. instant transactions

. substantial cost savings because of the
reduction in the physical handling of
currency

. easier collection of marketing informa-
tion on customers; and promotion of ‘free
banking’

The explosion of electronic payment technol-
ogy raises a number of security issues. Security
factors are perhaps the biggest deterrent for in-
dividuals interested in making on-line purchases.
Mostpeople fear giving their credit card numbers,
phone numbers or addresses not knowing who
will be able to retrieve that information without
their consent. It is interesting to note that most
people don’t even give it a second thought when
purchasing items with a credit card over the phone,
but to ask them to do it from the networks will
make them very uncomfortable and unsecured.
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From an operator’s view, the cost of installing
any technological infrastructure with the current
equipment will need a significant financial outlay.
There is always the barrier of compatibility of the
methods of payment being used currently with the
adaptation of a new system. Besides that, opera-
tors have to find ways and means to limit costs
of using the new system than utilizing the current
ones. [t may be a daunting task of re-engineering
the system into converting itselfinto the electronic
money world, but undoubtedly, it is possible to
do so in order to keep up with the current trend.

RESEARCH PROBLEM

The emergence of electronic payments can be
expected to work just like paper money without
the risk, convenience and cost associated with
handling, administering and safeguarding tra-
ditional currency. It plays a key role in today’s
global economies. But, there are also obstacles
in the widespread use of electronic payments that
can slow down its growth in the marketplace.
This is compounded by the fact that consumers
lack confidence in the potential use of electronic
payment systems.

Objectives of the Research
The objectives of the research are:

a.  Tounderstandtherole of electronic payment
and analyze its related problems

b.  To identify the evolution and growth of the
technologies needed for electronic payment
systems.

c.  Toanalyzethesecurity framework to prevent
crimes and fraud and to reduce its risks.

d. To analyze the solutions and the potential
development and growth of electronic pay-
ments in the marketplace.
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