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Chapter 15

Unexpected Artifacts in
a Digital Photograph

Matthew J. Sorell
University of Adelaide, Australia

ABSTRACT

This chapter investigates an unexpected phenomenon observed in a recent digital photograph, in which
the logo of a non-sponsoring sports company appears on the jersey of a famous football player in just
one of a sequence of images. After eliminating deliberate image tampering as a cause, a hypothetical
sequence of circumstances is proposed, concerning the lighting, dominant colours, infrared sensitivity,
optical pre-processing, image enhancement and JPEG compression. The hypotheses are tested using a
digital SLR camera. The investigation is of interest in a forensic context, firstly as a possible explana-
tion in case such a photograph is observed, and secondly to be able to confirm or refute claims of such

artifacts put forward claiming that a hypothetical image is not really what it claims to be.

MOTIVATION

Recently, the author was approached by a South
Australian police officer with an intriguing and
unusual sequence of images. He had been pho-
tographing Brazilian footballer Romario during
his short time with the Adelaide United FC, and
noticed that in the midst of the sequence of im-
ages, there was a prominent but phantom Adidas
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logo on the player’s jersey, which was otherwise
adorned only with Reebok logos. Adament that
the image had come straight from his camera,
an explanation for how such a logo could have
appeared was sought. The relevant section of the
image is shown in Figure 1, alongside images
taken 26 seconds before and 8 seconds after the
image of interest. The original image file is avail-
able from the author on request.

Some further information is helpful. The pho-
tographs were taken ona warm, butnot hot, cloudy
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Figure 1. The relevant extracted area of the sequence of three images of the football player. In the central
image, the Adidas logo is clearly visible. The Exif metadata timestamps indicate the photographs were
taken at (a) 11:10:01, (b) 11:10:27 and (c) 11:10:34. (Photo J Venditto, used with permission)

(a)

summer day in December 2006 in Adelaide,
Australia, with flash-assisted lighting according
to the file’s metadata. There is clearly a white
collar beneath the jersey collar in Figure 1(b),
suggestive of a white undershirt (or at least, a t-
shirt with a white collar) beneath the jersey. The
photographs were taken using an Olympus Stylus
410D, confirmed by visual inspection and the
Exif metadata in the image files at full (4 Mega-
pixel) resolution and high quality (to meet an
image file size of approximately 900KB).

The camera’s xD memory card was im-
aged and a total of 108 JPEG photograph files
were recovered. Metadata and JPEG image file
header structures and parameters were carefully
inspected, showing that all photograph files were
mutually consistent in their names, timestamps,
file sizes and JPEG coefficients such as Quantiza-
tion Tables. Although it is possible, in theory, to
duplicate the characteristics of a JPEG file gen-
erated from particular firmware, the knowledge
and tools required to do this are well beyond the
normal image counterfeiter.

212

(@]

The relevant sequence of images were also
closely inspected by a recognised expert in sci-
entific photography, who confirmed that the logo
artifact was so well integrated into the image as to
suggest very strongly that the logo could not have
been inserted after the fact. The phantom logo is
present in the image thumbnail contained within
the image file, whichis also entirely consistent with
the image file structure generated by the camera.

Acloseinspection highlights several features of
the logo, as shown in Figure 2. The first is that it
is not solid but appears in a checkerboard pattern.
The second is that the edges are well contained
within the lines of the tracksuit zip, and the third
is that JPEG artifacts evident within the image
do not suggest secondary compression. These
three factors are strong indicators against image
tampering.

The original image in Figure 3 shows that the
Adidas logo is close to the centre of the image.
This location supports the notion that some en-
hancement, including the decision to use flash
in-fill, has taken place within the camera, and that



11 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/unexpected-artifacts-digital-photograph/52855

Related Content

Evaluating the Impact of Cybertheft Through Social Engineering and Network Intrusions
Nabie Y. Contehand Anjelica B. Jackson (2021). Ethical Hacking Techniques and Countermeasures for
Cybercrime Prevention (pp. 44-53).
www.irma-international.org/chapter/evaluating-the-impact-of-cybertheft-through-social-engineering-and-network-
intrusions/282224

Fight Against Corruption Through Technology: The Case of Morocco
Hicham Sadok (2023). Concepts, Cases, and Regulations in Financial Fraud and Corruption (pp. 302-316).
www.irma-international.org/chapter/fight-against-corruption-through-technology/320029

SafeWomen: A Smart Device to Secure Women's Environment Using ATmega328 With an
Android Tracking App

Sumit Kumar Yadav, Kavita Sharmaand Ananya Gupta (2021). International Journal of Digital Crime and
Forensics (pp. 48-64).

www.irma-international.org/article/safewomen/267149

Conditions for Effective Detection and Identification of Primary Quantisation of Re-Quantized
JPEG Images
Matthew James Sorell (2009). International Journal of Digital Crime and Forensics (pp. 13-27).

www.irma-international.org/article/conditions-effective-detection-identification-primary/1596

An Adaptive JPEG Steganographic Scheme Based on the Block Entropy of DCT Coefficients
Chang Wang, Jiangqun Ni, Chuntao Wangand Ruiyu Zhang (2013). Emerging Digital Forensics
Applications for Crime Detection, Prevention, and Security (pp. 77-91).
www.irma-international.org/chapter/adaptive-jpeg-steganographic-scheme-based/75665



http://www.igi-global.com/chapter/unexpected-artifacts-digital-photograph/52855
http://www.irma-international.org/chapter/evaluating-the-impact-of-cybertheft-through-social-engineering-and-network-intrusions/282224
http://www.irma-international.org/chapter/evaluating-the-impact-of-cybertheft-through-social-engineering-and-network-intrusions/282224
http://www.irma-international.org/chapter/fight-against-corruption-through-technology/320029
http://www.irma-international.org/article/safewomen/267149
http://www.irma-international.org/article/conditions-effective-detection-identification-primary/1596
http://www.irma-international.org/chapter/adaptive-jpeg-steganographic-scheme-based/75665

