72

Chapter 5
Methods to Identify Spammers

Tobias Eggendorfer
Universitdt der Bundeswehr Miinchen, Germany

ABSTRACT

Unsolicited commercial email has become a major threat for email communication. Although the degree
of sophistication of spam filters has increased over time, such filters still produce high rates of false
positives and false negatives, thereby reducing the reliability of email and introducing communication
risks on their own. Due to more and more complex filtering methods implemented, the hardware require-
ments for mail servers are increasing to avoid the risk of denial of service situations. Therefore, some
authors point out that mail filtering has reached its limits and ask for more preventive solutions to fight
spam. One way to prevent email abuse would be to significantly increase the risk of a spammer being
sued for damage compensation or, if legislation permits, for criminal offence. This approach believes in
an assessment of risk and expected revenue by the offender. But by hiding their real identity, spammers
are very successful in evading prosecution. This paper discusses several methods to identify spammers
and analyses under which circumstances those methods might be valid evidence in court.

INTRODUCTION Some use instant messaging instead, others are
returning to the fax, despite being more expensive

Although not anticipated by the founders of and less convenient.

the Internet, email has become one of the most
accepted and widely used applications of the In-
ternet. But with an ever increasing proportion of
unwanted email, users are slowly starting to think
about switching to other means of communication.
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Spam is not only an inconvenience, it also has
high associated costs, including the wasted work
time reading unsolicited emails, the investments
in hardware and software needed and the costs as-
sociated with maintaining spam filtering systems.
Additional costs are also incurred for providing
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the necessary bandwidth and extra hardware to
handle the flood of emails.

Although the definition of spam seems to vary,
with some authors restricting it to unsolicited com-
mercial email and others broadening it up to any
unsolicited bulk email, including mass emails sent
to distribute viruses, worms and Trojans, hoaxes
and even chain letters, they share the observation
that spam makes up for the vast majority of all
emails sent worldwide, be it more than 80% in July
2007 according to spam-o-meter (2007) or even
more than 97%, as claimed by T-Online, one of
Germany’s biggest email providers (Kuri, 2006).

Ifproviders were able to filter all of this unsolic-
ited email automatically and with a zero error rate,
email users would not care about spam, because
they would not receive any. In an ideal world,
where perfect filters exist, spammers would even
have to discontinue their business because their
earnings would drop to zero. The spam problem
would then be resolved.

Unfortunately, spam filters only offer more or
less accurate heuristics to help sorting spam and
ham, as legitimate email is often called. Therefore,
reality is far from this perfect world.

False Positives and Negatives

Recent surveys (Eggendorfer, 2007b; Schulz,
2006; Hosbach, 2006) found that false positives
rates of spam filters might be as high as 18%
and false negatives easily reach 20%. Although
false negatives, i.e. spam not marked as spam,
are annoying to the user, false positives are of
far greater concern: in a business environment a
false positive might have been a customer order-
ing a product. Failing to notice this message due
to an overacting spam filter might not only mean
a loss in sales but also liability for not delivering
the requested products, thereby increasing the
potential financial losses from a false positive by
orders of magnitude (Heinlein, 2007).

Although seldom considered to be so, spam
filters therefore might be one of the risks associ-

ated to spam, even if they help to cure some of
the symptoms of the spam epidemic.

On the other hand, false negatives, often con-
sidered to be only annoying, but not a security
risk, also introduce a new risk: The human false
positive. The more unwanted messages actually
make it to the end user’s mailbox, the more mes-
sages the user has to filter manually. To do so,
the user often only relies on the sender address
and the subject line. Considering how many other
factors a spam filter uses to identify a legitimate
message, the lack of precision is obvious, even if
one believes that human intelligence is likely to
be superior to simple computer based heuristics
and might find more evidence for a message be-
ing spam than a computer does by taking more
factors into account.

However good the human brain might be, the
sheer quantity mightlead to users accidentally and
unintentionally marking one message too many
for deletion or as spam. Those misidentifications
by the user are “human false positives” and are at
least as troublesome as machine false positives.
Human false positives are unpredictable in their
nature and cannot be avoided by technical means,
except with better spam filters or methods that
decrease the total amount of spam. Yet, the more
aggressive a filter is, the more likely are machine
false positives (Eggendorfer, 2007b). This is a
circulus virtuosus.

Security Considerations

Also, spam filtering increases the risk of security
leaks onan SMTPserver: the more complex filters
are (some even implement OCR to identify image
spam) the more computing power they consume;
the more power they consume, the higher are
the requirements on the mail server’s hardware
with constant processing time per message, or
the longer the mail processing time becomes on
unmodified hardware. With each and every mes-
sage taking longer to be processed, the mail server
will be able to handle less requests per second.

73



13 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/methods-identify-spammers/52845

Related Content

Asymmetric Distortion Function for JPEG Steganography Using Block Artifact Compensation
Zichi Wang, Zhaoxia Yinand Xinpeng Zhang (2019). International Journal of Digital Crime and Forensics
(pp. 90-99).
www.irma-international.org/article/asymmetric-distortion-function-for-jpeg-steganography-using-block-artifact-

compensation/215324

A Hybrid Intrusion Detection System for 0T Applications with Constrained Resources
Chao Wu, Yuan'an Liu, Fan Wu, Feng Liu, Hui Lu, Wenhao Fanand Bihua Tang (2020). International
Journal of Digital Crime and Forensics (pp. 109-130).
www.irma-international.org/article/a-hybrid-intrusion-detection-system-for-iot-applications-with-constrained-
resources/240653

Image Steganalysis in High-Dimensional Feature Spaces with Proximal Support Vector Machine
Ping Zhong, Mengdi Li, Kai Mu, Juan Wenand Yiming Xue (2019). International Journal of Digital Crime
and Forensics (pp. 78-89).
www.irma-international.org/article/image-steganalysis-in-high-dimensional-feature-spaces-with-proximal-support-vector-
machine/215323

A Federated Al-lIoT-Cloud Framework for Enforcing Child Protection Laws Against Digital Crimes
in the Modern Cyber Ecosystem

Hitesh Rawat, Chandrapal Singh Dangi, Manoj Dhawan, Vishwas Dixitand Anjali Rawat (2026). Child
Protection Laws and Crime in the Digital Era (pp. 425-444).
www.irma-international.org/chapter/a-federated-ai-iot-cloud-framework-for-enforcing-child-protection-laws-against-digital-

crimes-in-the-modern-cyber-ecosystem/386109

Cyberbullying: Keeping Our Children Safe in the 21st Century
Iris Reychavand Shraga Sukenik (2015). Handbook of Research on Digital Crime, Cyberspace Security,
and Information Assurance (pp. 77-98).

www.irma-international.org/chapter/cyberbullying/115750



http://www.igi-global.com/chapter/methods-identify-spammers/52845
http://www.irma-international.org/article/asymmetric-distortion-function-for-jpeg-steganography-using-block-artifact-compensation/215324
http://www.irma-international.org/article/asymmetric-distortion-function-for-jpeg-steganography-using-block-artifact-compensation/215324
http://www.irma-international.org/article/a-hybrid-intrusion-detection-system-for-iot-applications-with-constrained-resources/240653
http://www.irma-international.org/article/a-hybrid-intrusion-detection-system-for-iot-applications-with-constrained-resources/240653
http://www.irma-international.org/article/image-steganalysis-in-high-dimensional-feature-spaces-with-proximal-support-vector-machine/215323
http://www.irma-international.org/article/image-steganalysis-in-high-dimensional-feature-spaces-with-proximal-support-vector-machine/215323
http://www.irma-international.org/chapter/a-federated-ai-iot-cloud-framework-for-enforcing-child-protection-laws-against-digital-crimes-in-the-modern-cyber-ecosystem/386109
http://www.irma-international.org/chapter/a-federated-ai-iot-cloud-framework-for-enforcing-child-protection-laws-against-digital-crimes-in-the-modern-cyber-ecosystem/386109
http://www.irma-international.org/chapter/cyberbullying/115750

