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ABSTRACT

Electronic systems are essential parts in the everyday life, and these systems have grown continuously
in their performance and in their complexity. Therefore, the design process for such a system has also
become more and more complex and has become a critical challenge. A popular tool for solving the
design process of complex systems is SystemC. SystemC is a C++ language class library, which allows
the modeling of hardware behavior in a programming language for software. Advantages by the usage of
SystemC are e.g. an integrative concept of the design description in a continuous design flow, combined
with afast execution of compiled code during the simulation process. This chapter describes the simulation
of faults in electronic systems by the usage of SystemC. It treats especially faults in hardware, which can
occur after a successful validation of the design. The simulation of faults is well known in two operation
areas. One field is the fault simulation of test pattern for the detection of fabrication faults. The other
field is the simulated fault injection that the effects of faults emerging during the operation of the device.
Such procedures are important for analysis of electronic system designs for safety critical applications
with respect to their dependability under fault conditions. At first, the chapter explains some issues in
the context of fault injection and fault simulation. Furthermore, it relates something about SystemC and
the possibility to simulate the design. State of the art applications are also presented for this purpose.
A prerequisite for a simulation is an appropriate modeling. The modeling of faults is presented in the
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context of their design level. It is also shown how a simulation with fault models can be implemented by

several injection techniques. In addition, the advantages and disadvantages of the injection techniques

are explained. Another challenge for a simulation task is the execution in an acceptable amount of time.

Approaches are presented, which help to speed up simulations. Some practical simulation environments

are shown at the end of the chapter.

INTRODUCTION

Beyond applications such as video game consoles
or mobile phones, electronic computer-based
systems are heavily used in time- and safety criti-
cal applications like in automotive applications,
financial services or nuclear power stations. Un-
fortunately, neither hardware nor software can be
assumed as “fault free”. Therefore, itis an essential
problem of today’s system design technology to
cope with faults of different nature. Structures
in deep sub micron technologies lead to smaller
components and facilitate the creations of complex
systems. Therefore, we can find complete systems
on a silicon chip as a System on a Chip (SoC) or
in a package as System in a Package (SiP) with a
heterogeneous structure. But their ever-shrinking
feature size and the associated growth in com-
plexity have drawbacks. The probability of the
occurrence of faults increases with the amount of
elements. In addition, smaller structures and lower
voltage levels boost the arising of transient faults.
These transition faults, e.g. induced by particle
radiation, can be the main source of errors, ac-
counting for more than 90% in modern circuits.
Such problems have to be solved by additional
measures in order to guarantee a correct operation
even under fault conditions. Regrettably, these
measures increase the system complexity, too.
The behavior of a system has to be validated in
the design process to comply with the confidence.
For this purpose, the simulation of faults and fault
effectsis an essential tool. The simulation of faults
has two important areas of application. On the
one hand, the simulation of faults is well known
for validation of test patterns, which are used for
detection of faults introduced by the integrated

circuit manufacturing process. This simulation of
typical permanent faults for manufacture tests is
often denoted as “fault simulation”, and ithas been
well known for decades. On the other hand, after
the production and implementation of a system
fromknown-good devices, most of faults occurring
in the field of application have a transient nature,
they arise during operation. The simulation of the
design with faults that arise during operation is
denoted as simulated faultinjection (SFI) or simu-
lation based fault injection. Such simulators have
a different focus compared with the traditional
fault simulation, because also the diagnosis of a
fault is important. But the validation of a correct
operation is not only important. Additionally, it
can be interesting to examine the severity of the
error, and whether a fault has a fatal consequence.

Today, SystemC has been established as a de-
facto standard for the design of complex electronic
systems since its arose in the last decade. SystemC
allows the modeling at several levels of abstrac-
tion. Furthermore, it allows the composition of
different parts like software, processors, busses,
logic, etc. On the one hand, SystemC can not
only be used for the modeling. It is also possible
to simulate the design, whereby the simulation of
faults is important. Therefore, it is useful to think
about a simulation of faults in SystemC. Another
benefit is the simulation - also of faults - at differ-
ent levels of abstraction. With recent extensions
of SystemC models also in the domain of analog
and mixed-system designs (SystemC-AMS), the
possibilities of simulation and validation become
even more comprehensive. This chapter gives
an introduction of the simulated fault injection
by the usage of SystemC. The chapter is further
structured as follows. The next sections introduce
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