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ABSTRACT

Digital libraries provide many advantages compared with traditional libraries, such as wide and round
the clock availability of resources, lack of physical boundaries, etc. However, the disclosure of person-
ally identifiable information in the course of processing activities may lead to an invasion of privacy
of library users, without their being aware of it. In fact, privacy threats are increased in the digital
environment, in which digital libraries operate. The right to privacy in the library is “the right to open
inquiry without having the subject of one's interest examined or scrutinized by others” (ALA, 2005).
Users of digital libraries have similar privacy expectations when making use of their services. The issues
concerning the privacy of digital libraries’ patrons are thus addressed in comparative perspective, in
this chapter. In more particular, the legal regulations with regard to data protection in digital libraries
in the EU and the US are presented. The comparative analysis of the two legal orders shows differences
and similarities, but also highlights loopholes of protection.

INTRODUCTION of the technological development and in more
particular, of enhanced processing capabilities of
Inournetwork connected world, libraries undergo electronic documents and information distribution
significant changes. They are being transformed through open networks such as the Internet.
into “virtual destinations”, which provide conve- New emerging digital technologies are thus
nient and unrestricted access to their collections on used to activate, engage and transform the social
the Web (Tonta, 2008, p. 1). The transformation and intellectual capital held in cultural institutions
fromtraditional to digital libraries was the outcome (Cameron & Kenderdine, 2007). This develop-
ment provides a thrust towards the creation of
DOIL: 10.4018/978-1-60960-031-0.ch019 technologically accessible institutions, and in
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particular, as far as libraries are concerned, of
libraries “without walls”, i.e. digital libraries
(Hudson & Kenyon, 2007).

Digital libraries bring together the cultural
wealth of nations, providing a means for easy
access of books, recordings, pictures and other
digital collections. They provide many advantages
compared with traditional libraries, such as wide
and round the clock availability of resources, lack
of physical boundaries, requirements for storage
space, and multiple accesses of their contents by
various institutions and long-term presentation
of material.

However, as information processing often in-
volves personal data processing, new information
technologies pose privacy problems and digital
libraries are no exception. In particular, the dis-
closure of personally identifiable information in
the course of processing activities may lead to an
invasion of privacy of library users, without their
being aware of this eventuality.

In traditional libraries the collection and ar-
chiving of personal data is necessary for the pro-
vision of library services and thus, the protection
of privacy of patrons is essential. The potential
for an invasion to privacy is far more extensive in
digital libraries, in which collection and process-
ing of personal data are more advanced, since an
increased amount of personal information must
be disclosed in order to provide customer-tailored
services to users of library users and allow access
to an indefinite number of people (Strakantouna
et al., 2007, p. 3).

The difference between a traditional and a
digital library is considerable as far as privacy
issues are concerned. By default, all libraries keep
electronic files for their users and employees. The
categories of data included in those files are the
following: (a) patron data used for various func-
tions, such asinterlibrary loan and use of electronic
resources, (b) data of patrons and external users
for the provision of online, interactive services,
(c) e-mail records concerning users and employees
of libraries, (d) Web forms, (¢) records of online
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searches carried out in library computers and (f)
other data (Neuhaus, 2003; Strakantouna et al.).

Library users may use the library onsite or
borrow books and their privacy interests differ
in each case, i.e., when they act as users or bor-
rowers (Blume, 2003, p. 453). A third category
refers to external users, accessing a library at a
distance (digital reference, see Neuhaus, 2003).
Such a distinction is not made with regard to
digital libraries, in which all users are acting as
borrowers (Strakantouna et al., p. 3). In this way,
though, users are becoming ‘transparent’ and their
personal data become widely accessible.

In the digital environment the processing of
a big number of data is possible. In particular,
records of transactions are created electronically
which are thus easier to access than traditional
library records. Reading records of users are being
filed and could, therefore, be used for building
users’ profiles. Besides that, other information is
unveiled which concerns users’ activities on the
Internet. Monitoring concerns in particular, email
activity and also information finding activities by
users, and librarians acting on their behalf, that
necessarily involves electronic communication
(Sturges et al., 2003).

A digital library has access to following in-
formation related to library patrons (Sturges et
al., 2003, p. 2):

. membership files,

. records of document loans or electronic
publications consulted,

. lists of requests for information,

e user profiles for dissemination services,

. records of online searches,

. logs of email and other Internet activity,

. records of webpages visited and
downloaded.

The example ofadigital library such as Google
books illuminates the omnipresence of privacy
risks. As pointed out by the Electronic Privacy
Information Center (EPIC, 2010), there are many



15 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/personal-data-protection-digital-libraries/47485

Related Content

A Classification Scheme for Innovative Types in Scholarly Communication
Svenja Hagenhoff, Bjorn Ortelbachand Lutz Seidenfaden (2009). Handbook of Research on Digital
Libraries: Design, Development, and Impact (pp. 216-226).

www.irma-international.org/chapter/classification-scheme-innovative-types-scholarly/19884

Internet Knowledge and Use Skills among Clinical Medical Students in Delta State University,
Abraka

Enovwor Laura Ogbah (2012). International Journal of Digital Library Systems (pp. 33-39).
www.irma-international.org/article/internet-knowledge-and-use-skills-among-clinical-medical-students-in-delta-state-
university-abraka/83500

Open Access to Knowledge and Challenges in Digital Libraries: Nigeria's Peculiarity
Felicia Yusufand Sola Emmanuel Owolabi (2018). Handbook of Research on Managing Intellectual
Property in Digital Libraries (pp. 241-259).

www.irma-international.org/chapter/open-access-to-knowledge-and-challenges-in-digital-libraries/188552

A Presentation-Preserved Compositional Approach for Integrating Heterogeneous Systems:
Using E-Learning as an Example
Fang-Chuan Ou Yang (2011). International Journal of Digital Library Systems (pp. 67-85).

www.irma-international.org/article/presentation-preserved-compositional-approach-integrating/59889

Copyright Issues in the Context of the Digital Library
Pedro Pina (2020). Digital Libraries and Institutional Repositories: Breakthroughs in Research and Practice
(pp. 291-304).

www.irma-international.org/chapter/copyright-issues-in-the-context-of-the-digital-library/2506 76



http://www.igi-global.com/chapter/personal-data-protection-digital-libraries/47485
http://www.irma-international.org/chapter/classification-scheme-innovative-types-scholarly/19884
http://www.irma-international.org/article/internet-knowledge-and-use-skills-among-clinical-medical-students-in-delta-state-university-abraka/83500
http://www.irma-international.org/article/internet-knowledge-and-use-skills-among-clinical-medical-students-in-delta-state-university-abraka/83500
http://www.irma-international.org/chapter/open-access-to-knowledge-and-challenges-in-digital-libraries/188552
http://www.irma-international.org/article/presentation-preserved-compositional-approach-integrating/59889
http://www.irma-international.org/chapter/copyright-issues-in-the-context-of-the-digital-library/250676

