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INTRODUCTION

The internet-driven global digital revolution 
and the explosive growth of computer networks 
and systems have resulted in the extensive use 
of information and communications technology 

(ICT) in higher education institutions (HEIs) in 
Malaysia. Electronic connectivity - for gathering, 
maintaining and transmitting information and data 
in the work place has meant that the security of 
ICT systems and information residing in them 
can no longer be provided through conventional 
means. The increasing incidence of hacking, vi-
rus attacks and other forms of electronic trespass 
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have necessitated the need for securing the new 
electronic work environment. The HEI is not in-
sulated from the prevailing dangers of the digital 
world. For that matter, considering the scope of 
its functions, services and transactions as well as 
the complexities of its inter-relationships with all 
components of society, the HEI has to seriously 
address all concerns relating to ICT security.

ICT security is critical to the objectives of 
implementing and expanding the use of ICT in the 
delivery of services as well as in enhancing the 
internal operations of public HEI. In this regard, 
the government of Malaysia has already issued a 
broad policy guideline on the underlying principles 
of ICT security, the responsibility of safeguarding 
government information and the need for aware-
ness about threats to the integrity of information 
and ICT assets. In addition, guidelines on the 
mechanism for reporting ICT security incidents 
were also issued to assists agencies in handling 
ICT security incidents in HEI. The Malaysia Pub-
lic Sector ICT Management Security Handbook 
(MyMIS) is intended as a reference and guide for 
public sector personnel in managing security in 
all public sector ICT installations (MyMis, 2002).

MyMIS handbook is the product of Malaysian 
Administrative Modernization and Management 
Planning Unit (MAMPU), where one of MAMPU 
functions is to plan administrative modernisation 
and human resources in Malaysia.

ICT SECURITY

ICT security can be defined as “the process of 
ensuring business continuity and services provi-
sion free from unacceptable risk. It also seek to 
minimize disruptions or damage by preventing 
and minimizing security incidents” – report from 
Public Sector ICT Security Policy (2000) pp 1.

The purpose of ICT security policy is to help 
the stakeholder to provide effective and efficient 
services and to ensure that all users of the ICT 
systems aware of the security risks that are always 

present such as threats whether internal or exter-
nal, deliberate or accidental. ICT security policy 
in HEI will contain standards for information 
security, comprehensive sets of security controls 
to improve the level of security within the organisa-
tion. In addition to this policy, a wide-ranging set 
of standards, procedures and protocols governing 
the use of the ICT is available on the Intranet.

The Government of Malaysia is committed 
towards modernising its administrative machinery 
and enhancing its service delivery mechanisms. 
The process of ensuring an efficient and effec-
tive public sector is being driven by the enabling 
capabilities of information and communication 
technology (ICT). The resultant widespread adop-
tion of ICT systems by the public sector has meant 
that more and more government agencies are 
moving towards the paperless work environment 
where ICT systems have become indispensable for 
the provision of government services to citizens.

The tremendous increasing numbers of public 
institutions of higher learning (IPTA) and private 
institutions of higher learning (IPTS) in Malaysia 
show the need of ICT systems and security. The 
expansion of ICT systems within the HEI has in 
turn led to a significant increase in the number 
of public information repositories and other ICT-
based installations and assets. The security of 
these ICT installations and assets are exposed to 
the vulnerability due to the dependency and usage 
especially with the advent of the Internet, exposes 
HEI information to a much larger audience and 
with that a potential threat that HEI information 
being compromised. This is especially worrying on 
classified HEI information and if left unchecked, 
can cause serious integrity issues. At the same 
time, there need to be a balance between rigid 
information control that limits service delivery 
on one hand against a loose information control 
that would compromise security or severely affect 
the interest of the public service or the nation.

The Cardinal ICT Security Principles (Table 
1) protects against loss of Confidentiality, Integ-
rity, Available, Authenticity and Non repudiation 
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