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ABSTRACT
We describe an ontological approach for determining the relevance of documents
based on the underlying concept of exploiting complex semantic relationships among
real-world entities. This research builds upon semantic metadata extraction and
annotation, practical domain-specific ontology creation, main-memory query
processing, and the notion of semantic association. A prototype application illustrates
the approach by supporting the identification of insider threats for document access.
In this scenario, we describe how investigative assignments performed by intelligence
analysts are captured into a context of investigation by including concepts and
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relationships from the ontology. A relevance measure for documents is computed using
semantic analytics techniques. Additionally, a graph-based visualization component
allows exploration of potential document access beyond the ‘need to know’. We also
discuss how a commercial product using Semantic Web technology, Semagix Freedom,
is used for metadata extraction when designing and populating an ontology from
heterogeneous sources.

INTRODUCTION
Creating applications that allow users to gain insightful and actionable information

or mine for interesting patterns from vast amounts of heterogeneous information is one
of the most exciting new areas of information systems research. This information may
come from numerous sources spanning proprietary, trusted, or even open-source
locations, including intranets, the deep Web and the open Web. The fast-emerging
markets of business intelligence as well as national and homeland security are finding
themselves in increasing need of a class of applications dealing with risk and compliance
(Sheth, 2005). A representative example of this type of software is the Insider Threat
application, which involves validating the legitimate access of sensitive documents.
While physical security measures may help reduce malevolent or otherwise undesirable
access to documents by employees within an organization, the development of new
information-based security systems provides additional capabilities for defense against
insider threat attacks. The intent of this application is to ensure that analysts who are
assigned various investigative tasks access the information on a “need to know basis,”
and that the system identifies access to irrelevant information in an attempt to reduce the
chances that confidential information is leaked or otherwise released inappropriately.

Research into techniques for searching documents was a critical component of the
first generation of the Web and has since gone from academia to mainstream. A second
generation “Semantic Web” will be built by adding semantic annotations to Web content
that software can utilize and from which humans can benefit. Large-scale semantic
annotation of data (domain-independent or domain-specific) is now possible because of
numerous advances in the areas of entity identification, automatic classification, tax-
onomy and ontology development, and metadata extraction (Dill et al., 2003; Hammond,
Sheth, & Kochut, 2002; Shah, Finin, Joshi, Cost, & Mayfield, 2002). Relationships are at
the heart of semantics (Sheth, Arpinar, & Kashyap, 2003; Woods, 1975). The next frontier,
which will fundamentally change the way we acquire and use knowledge, is to automati-
cally identify complex relationships between entities in this semantically annotated data.
Instead of a search engine that merely returns documents containing terms of interest,
we propose an approach that supports semantic analysis of heterogeneous content to
return actionable information that gives useful insight into the connection between
documents and real-world entities, thus providing superior support for important
decisions and actions. Demonstrating this approach is a prototype application that
supports the task of ensuring that an intelligence analyst accesses documents on a “need
to know” basis, which means that only those documents relevant to the analyst’s
investigative assignment should be viewed. However, this is only one of the many
semantic applications needed as part of the advanced information technology pool to
support homeland security.
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