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Chapter XV1I

MAMDAS:.
A Mobile Agent-Based
Secure M obile Data Access
System Framewor k

Yu Jiao, Pennsylvania State University, USA

Ali R. Hurson, Pennsylvania State University, USA

ABSTRACT

Creating a global information-sharing environment in the presence of autonomy and
heterogeneity of data sources is a difficult task. When adding mobility and wireless
media to this mix, the constraints on bandwidth, connectivity, and resources worsen
the problem. Our past research in global information-sharing systems resulted in the
design, implementation, and prototype of a search engine, the summary-schemas
model, which supports imprecise global accesses to the data sources while preserving
local autonomy. We extended the scope of our search engine by incorporating mobile
agent technology to alleviate many problems associated with wir el ess communication.
We designed and prototyped a mobile agent-based secure mobile data access system
(MAMDAS) framework for informationretrieval inlarge, distributed, and heter ogeneous
databases. In order to address the mounting concernsfor infor mation security, we also
proposed a security architecture for MAMDAS. As shown by our experimental study,
MAMDAS demonstrates good performance, scalability, portability, and robustness.
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INTRODUCTION

Database systemsplay important rolesininformation storing and sharing. They are
widely used in business, military, and research fields. However, since they have been
developed, evolved, and applied in isolation over arelatively long period of time, the
inevitable heterogeneity and autonomy become unavoidable characteristics of any
information-sharing environment. Moreover, for many practical and performance pur-
poses, the creation of databases is usually close to the application domains. Conse-
guently, informationresourcesaredistributedin nature. Thisdistribution of information
worsens the problem of global information sharing.

To overcome the obstacles brought by the local database heterogeneity, two
possible solutions have been studied in the literature:

i Redesign the existing databases to form a homogeneous information-sharing
system, or

i Develop aglobal system on top of the heterogeneous local databases to provide
auniform information access method (a multidatabase system).

The first solution is not economically feasible due to its high cost; hence, the
second approach (multidatabases) is recognized as a more practical solution (Sheth &
Larson, 1990). Withinthe scope of multidatabases, the summary-schemasmodel (SSM)
proposed by Bright, Hurson, and Pakzad (1994) isasolution that utilizes ahierarchical
meta-data in which a parent node maintains an abstract form of its children’s data
semantics, namely, a summary schema. The hierarchical structure and the automated
schema abstraction significantly improve the robustness and provide dynamic expan-
sion capability to the system. By using an online thesaurus, the SSM also supports
imprecisequeries.

As mobile communication technology advances and the cost and functionality of
mobile devicesimproves, more and more users desire and sometimes demand anytime,
anywhere access to information sources. The flexibility of such mobile data access
systems (MDA Ss) comes at the expense of system complexity caused by technological
limitations(i.e., low network bandwidth, unreliable connectivity, and limited resources).

The mobile agent-based distributed system design paradigm can alleviate some of
these limitations. When mobile agentsareintroduced into the system, mobile usersonly
need to maintain the network connectivity during the agent submission and retraction.
Therefore, the use of mobile agents alleviates constraints such as connectivity, band-
width, energy, and so forth.

Wehavedesigned and prototyped anovel MDASframework, called MAMDAS—
a mobile agent-based secure mobile data access system framework. This framework
adopts SSM asitsunderlying multidatabase organization model. Thedesignof MAMDAS
intends to address two major issues. achieving high performance and supporting
mobility. In this chapter, we focus on the performance issues. Studies addressing the
second issue can be found in Jiao and Hurson (2004b).

Theuseof mobileagentsalleviatesmany problemsassociated with mobilecomput-
ing. However, it al so hasbrought upon new challengesin ensuring information security.
In order to address this problem, we propose a security architecture for MAMDA Sthat
can protect the hosts, agents, and communication channels.
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