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ABSTRACT

The work demonstrates and performs a privacy-preserving multi-institutional multi-
party end-to-end federated learning (FL) framework to detect security anomalies
in multi-party data streams of healthcare wearables. The natural pipeline uses
distributed non-identically-distributed (non-1ID) telemetry to jointly train anomaly
detectors on hospitals and device vendors across a secure environment without
having to centralize raw patient data. The method includes time-varying deep
neural network and client level differential privacy (DP-SGD), secure aggregation
with efficient communication compressing update transmission. This work provides
assumed yet reasonable multi-site outcomes to concretize feasibility, simulating
what a production deployment would provide: on six institutions and 21,804 users
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generating 1.2 billion records, the DP-FL model achieves an AUROC of 0.943 +
0.008 and an F1-score of 0.887 + 0.011 when identifying the security -important
anomalies such as spoofed sensors, tampered firmware, abnormal pairing, and
suspicious connection events.

1. INTRODUCTION

The mobile biometrics of wearable devices have turned out to be the biggest
biomedical distributed network of sensors of all time. These signals are being used
to support clinical decision-making, triage, and many research applications in
hospitals, insurers and device vendors, but are also exposing attack surfaces (Rani
et al., 2023; Aminifar et al., 2024). The threat actors may spoof photoplethysmog-
raphy (PPQG) traces, disable or enable debug builds, make use of rogue pairing, or
pivot off mobile apps into hospital networks. Classical security analytics require
data to be aggregated at a central location, which is not acceptable in the healthcare
industry because of the privacy rules and organizational risk conditions (Shirvani
et al., 2024; Pati et al., 2024). Federated learning (FL) then presents an interesting
alternative where instead of moving data out, it exchanges privacy-hardened model
updates instead (Teo et al., 2024; Abbas et al., 2024).

There are, however, unique challenges in the integration of FL into wearable
security. First, telemetry is non-1ID: the cohorts are not age matched, nor comor-
bidity, brand of device or usage patterns. Second, with updates, information leaks
unless defended through differential privacy and secure aggregation. Third, SOCs
must have low-latency inference and actionable alerts that can be combined with
the currently existing playbooks (Zhang et al., 2024; Grataloup & Kurpicz-Briki,
2024). This work prescribes an entire pipeline, threat model to SOC integration,
which can meet these needs, and provide competitive detection performance and
auditable privacy in it.

1.1 Contributions and Organization

The main contributions of this work are:

A comprehensive federated learning framework that addresses healthcare wearable
security challenges including non-IID data distributions, intermittent connectivity,
and strict privacy requirements. The Integration of differential privacy (DP-SGD)
and secure aggregation and personalization layers to provide strong privacy guar-
antees (e~3.5) while still maintaining detection performance within 0.9 points from
centralized training. The practical engaging of deployment considerations including
(1) a SOC integration, (ii) mapping regulatory compliance (HIPAA, GDPR, DPDP
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