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ABSTRACT

This chapter presents an integrated framework for real-time sensor data aggregation
and adaptive buffer management in concurrent systems. The architecture comprises
a two-level buffer inspired by two-stage caching principles: a internal queue inside
each sensor and a central buffer manager that receives data via unnamed pipes.
The buffer manager employs dynamic capacity expansion to prevent overflow. The
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aggregation engine uses multiple worker threads that process readings concurrently;
per-sensor windows are stored in a hash map protected by an RwLock. It supports
three anomaly detection methods with explainable outputs. A data storage module
provides thread-safe file persistence with automatic rotation, and a multi-threaded
web server delivers a live dashboard, file statistics, and an API. Evaluation demon-
strates zero data loss at 8Ok entries/s. The framework offers a blueprint for embedding
cognitive capabilities into sensor-based research infrastructures.

1. INTRODUCTION

1.1 Introduction to Sensor Data Acquisition
and Analysis Systems

In practical application scenarios such as the Industrial Internet of Things and
smartindustrial monitoring circumstances, data acquisition, processing, and analysis
of sensors are crucial components for data stimulation, equipment status monitoring
(Mohammed et al., 2026), early anomaly detection, and decision-making support.
However, current existing lightweight sensor data processing systems still face
certain serious challenges, that’s where this chapter is playing its role.

Insufficient decoupling of data acquisition and processing: The difference be-
tween sensor acquisition rates and data processing rates can easily lead to data loss
or processing bottlenecks, which especially occurs when using multiple sensor types
such as temperature, accelerometers, and force sensors. For mixed acquisition, the
rate differences even exacerbate this problem.

Lack of relevant real-time anomaly detection capabilities: Traditional sensor data
processing heavily relies on the offline analysis approaches, making it impossible
to identify anomalies in real time during the data acquisition phase, thus delaying
early detection of equipment failures.

Lack of data management methods: Traditional methods lack reliable and stan-
dardized data storage strategies, the lack and weak points of data storage method
could lead to transmission errors after processing.

Lack of visualization methods: The raw data acquisition and analysis results lack
easy-to-use visualization methods, making it difficult for maintaining personnel to
intuitively monitor the system's operating status.

Low System Modularity architecture: The high coupling between sensor simu-
lation, data buffering, aggregation analysis, and storage functions makes it complex
and confusing to modify or replace components as needed, such as later operations
of changing relevant anomaly detection algorithms or adjusting storage strategies.
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