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ABSTRACT

Explainability and transparency have emerged as foundational pillars in the secure 
deployment of artificial intelligence (AI) systems, especially large language models 
(LLMs). This chapter examines the evolving landscape of explainable AI (XAI) ar-
chitectures through the lens of cybersecurity, adversarial robustness, and regulatory 
compliance. The authors survey core XAI methodologies—including LIME, SHAP, 
mechanistic interpretability, attention attribution, and causal tracing—evaluating 
their effectiveness against adversarial threats such as jailbreaking, prompt injection, 
data poisoning, and hallucination exploitation. The dual nature of XAI is critically 
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examined: while transparency mechanisms bolster defense and trust, they simul-
taneously introduce novel attack surfaces that adversaries can exploit to subvert 
explanation systems.

1. INTRODUCTION

The rapid integration of artificial intelligence into critical systems—spanning 
healthcare diagnostics, financial decision-​making, legal reasoning, and national 
security—has elevated the stakes of AI transparency to an unprecedented degree. As 
large language models (LLMs) such as GPT-​4, Claude, and open-​source equivalents 
become embedded in operational pipelines, the question of whether we can trust, 
audit, and understand their decisions is no longer merely academic. It is a question 
of societal and systemic risk that demands rigorous, interdisciplinary inquiry at the 
intersection of machine learning, information security, and governance.

Explainable artificial intelligence (XAI) refers to a broad family of techniques 
and methodologies aimed at rendering AI model decisions interpretable to human 
stakeholders (Danilevsky et al., 2021; Hosain et al., 2024). In the context of LLMs, 
explainability operates at multiple levels: from local explanations of individual 
predictions to global characterizations of model behavior, and from post-​hoc ratio-
nalization to intrinsic interpretability embedded within model architectures (Singh et 
al., 2024). The distinction between these levels is not merely taxonomic—it carries 
profound implications for the types of adversarial threats that can be detected, the 
forms of regulatory compliance that can be demonstrated, and the degree to which 
human oversight can be meaningfully exercised over high-​stakes AI decisions.

A defining tension runs through the contemporary XAI landscape: the very mech-
anisms designed to make AI systems more understandable can themselves become 
vectors of attack. Slack et al. (2020) demonstrated that LIME and SHAP—two of the 
most widely deployed post-​hoc explanation methods—can be systematically fooled 
by adversaries who construct inputs that appear benign to the explanation method 
while enabling the underlying model to behave discriminatorily or maliciously. This 
“scaffolding attack” paradigm has catalyzed a new subfield examining adversarial 
robustness not merely of AI predictions, but of AI explanations themselves (Baniecki 
& Biecek, 2024; Vadillo et al., 2025). The implications are far-​reaching: if auditors 
and regulators rely on explanation systems that can be strategically manipulated, then 
compliance regimes built on those systems may provide a false sense of security.

Simultaneously, the emergence of LLM-​specific attack vectors—including 
jailbreaking (Chao et al., 2023; Shen et al., 2024), prompt injection (Perez & Ri-
beiro, 2022; Greshake et al., 2023), training data poisoning (Cinà et al., 2023), and 
hallucination exploitation (Huang et al., 2024)—demands that XAI methodologies 
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