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ABSTRACT

This paper evaluates the perceived effectiveness of the security risk management (SRM) programs
at a Fortune 500 firm. Layers of management and staff participated in the study. Perceived effectiveness
of their SRM programs was based on nine critical success factors (CSFs). Interviews confirmed six
initial CSFs (Executive Management Support, Organizational Maturity, Open Communication, Risk
Management Stakeholders, Team Member Empowerment, and Holistic View of an Organization)
that were extracted from the literature. They were confirmed and synthesized with three additional
CSFs (Security Maintenance, Corporate Security Strategy, and Human Resource Development).
Implications for SRM are discussed.
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INTRODUCTION

According to an Ernst & Young Global Information Security Survey (Bandyopadhyay et al.
2009), organizations are increasingly recognizing information security risks and are improving the
effectiveness of their information security programs. However, a large portion (64%) of the survey
respondents indicated that the level of employee security awareness was either a significant or a
considerable challenge in meeting their information security initiatives. Lack of compliance with
information security policies is a major problem (Siponen and Vance 2010). In addition, outsider
threats, such as viruses and system penetration attacks continue to increase in cost and complexity.

Security risk management (SRM) refers to a series of mechanisms put in place by an organization
to counter or prevent information security related events (Blakley et al. 2001). An (Williams et al. 2024)
information security event may include factors such as insider threats, malware, and unauthorized
access. Examples of mechanisms that prevent security events include implementation of clearly defined
information security policies, secure computing practices, and employee training programs (Spears
and Barki 2010; Williams et al. 2024). Since SRM impacts the organization as a whole and focuses
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on confidentiality, integrity, and availability of data, it is imperative that effective SRM policies and
practices be established and followed.

SRM is not a standalone activity. Instead, it is a series of interrelated activities that take
place throughout an organization (Dhillon 2007). This means addressing potential threats in all
organizational assets, whether they be equipment, processes, data, or facilities (Gibson and Igonor
2020) and establishing and executing security policies. Considering the overarching impact of an
SRM program, it is surprising to note that little research has been conducted to understand what
constitutes an effective SRM program.

Kotulic (2001) developed an instrument that provided a starting point for the development of
theory-based guidelines to measure the efficacy of SRM programs. His model included a direct
relationship between executive management support and SRM program effectiveness. In order to be
effective, security controls must be in line with the goals and objectives of an organization (Khansa
and Liginlal 2011; Spears and Barki 2010; Williams et al. 2019) Therefore, it is important to focus
on the information needed to attain these goals and objectives.

One systematic method to identify and measure organizational goals and objectives is through
the use of critical success factors (CSFs). CSFs are things that must go well to ensure success for
a manager or an organization (Rockart 1979). We contend that employee understanding of CSFs
as they relate to SRM can allow an organization to maximize the overall effectiveness of its SRM
program. Therefore, we expanded upon Kotulic’s research by incorporating a modified version of
the CSF method.

The purpose of this study is to identify CSFs as they relate to SRM, as perceived by both
management and staff. Currently, no studies have focused on the shared understanding of CSFs between
management and staff. Staff may have varying perspectives of the CSFs that executive management
set in place to ensure SRM effectiveness. This can impact the actual effectiveness of SRM programs.

Initial CSFs were extracted from the literature, which provides insight into recurring patterns of
actions that are considered important for effective functioning in an organization (Kahn et al. 1964).
Through a series of interviews, we extracted additional CSFs, which formed our holistic list of CSFs
which were prioritized with a Q-sort.

The remainder of this paper is organized as follows. First, we provide a literature review, focusing
on CSFs and SRM. Next, we describe our mixed method research design, along with detailed discussion
of both qualitative and quantitative portions of the study. This is followed by detailed discussion
of the results and contributions to practice. We conclude the paper by discussing limitations and
suggestions for future research.

LITERATURE REVIEW OF CRITICAL SUCCESS FACTORS

This section first focuses on studies that investigated the critical success factors concept, followed
by studies pertaining to organizational information security.

Critical Success Factors (CSF)

The CSF method was initially proposed (Rockart 1979) to help CEOs specify their information
needs related to critical firm issues so that systems could be developed to meet those needs. CSFs
are intended performance consequences of systems and behaviors within the firm, which are strongly
related to the achievement of desired firm objectives. Benefits of CSFs include 1) identifying factors
to focus management scrutiny, 2) establishing measures for evaluation, 3) focusing attention on
significant data to be collected, 4) accommodating change within an organization, and 5) assisting
in the planning process (Rockart 1979).

In information systems, the CSF method has been introduced as a mechanism for aligning IT
planning with the strategic direction of an organization (Rockart 1979). User acceptance is a major
benefit of using the CSF method. Managers seem to intuitively understand the thrust of the CSF
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