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ABSTRACT

The purpose of this work is to create a fake biometric detection system that detects 
fake biometric images. The system utilizes generative artificial intelligence, par-
ticularly a Deep Convolutional Generative Adversarial Network, to generate fake 
fingerprints in the best accuracy possible. Tested on fingerprint images, extracted 
from SOCOFing database, the system resulted with an accuracy of 99.17%. Two 
different datasets: the real dataset and the fake dataset are then passed through a 
Support Vector Machine model with linear Kernel to test and calculate the accuracy 
of detection of both systems. A Sanity Check Accuracy test is performed to check the 
sanity of the system, offering promising results after label shuffling and retraining of 
the SVM. The proposed system also uses image quality analysis like Laplacian Blur 
estimation, Local Binary Pattern features, Edge density, and Histogram Entropy to 
extract features for testing and training the SVM.
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INTRODUCTION

Biometric authentication systems, such as fingerprint and iris recognition, 
have become integral components of modern security infrastructure due to their 
convenience and uniqueness. These systems are becoming more necessary with 
time due to the widespread use of authentication techniques and technologies. The 
word biometric indicates any unique characteristics that can lead to revealing a 
person’s identity, because each person has unique features in their biometrics which 
made researchers over time rely on this type of authentication for better security 
and identity protection. However, despite their widespread adoption, these systems 
are increasingly susceptible to spoofing attacks, in which adversaries use artificial 
biometric traits such as printed fingerprints or synthetic iris images to deceive the 
authentication process. These vulnerabilities pose serious risks to the integrity and 
reliability of biometric-​based security systems. The issues caused by the use of fake 
biometrics can have a significant impact on today’s society; for example, the lack of 
diversity in authentication systems may lead some programs to identify real images 
as fake. This issue is called the False Positives and False Negatives issue in which 
the system is left uncapable of distinguishing between real and fake data samples. 
Also, spoofing attacks resulting from these fake biometric detection systems can 
lead to big ethical and legal issues in terms of increase in identity thief and other 
identification problems. In addition, privacy concerns are a major issue when it 
comes to biometric detection. A stolen or synthetic biometric can lead to sensitive 
information leaking of the user, alongside other issues like misuse of private in-
formation such as credit card numbers, banking financial transactions and social 
media profiles. In terms of big companies, especially those who work in the field of 
finance, a certain attack or spoofed identity to their system can cause unmanageable 
financial and data loss, in which a single stolen identity can result in system ma-
nipulation and data breaches. Potential of surveillance and abuse could be another 
risk to pay attention to, in particular applications that use live location or real time 
IP cameras that record real time video data. The system, when deceived in these 
cases, can higher the risk of surveillance and abuse, potentially causing a social 
issue to the user due to an unsafe environment. To address this critical challenge, 
the proposed framework, Aletheia, aims to develop an intelligent system capable 
of distinguishing between genuine and spoofed biometric samples. Aletheia means 
in Greek the truth. While not heavily mythologized, Aletheia represents truth and 
sincerity. By leveraging machine learning and deep learning techniques, the system 
analyzes image quality metrics and subtle features imperceptible to the human eye 
to accurately detect forged biometric inputs. The main goal here is to enhance the 
robustness and trustworthiness of biometric authentication systems by introducing 
a layer of automated fake biometric detection. This not only strengthens security 
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