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In this paper, we propose a forensic framework that is able to forecast downtime
errors at the server level based on anomaly detection to system logs, converted into
features according to machine learning (ML) algorithms. We used hybrid of ML
model, based on Isolation Forest and One-Class SVM algorithms for encoding nor-
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mal patterns of behaviour systems to annotate deviations from the norm. Detailed
log file parsing of any log files of interest, feature extraction, and weighted scoring
in combining anomalies were among the actions included in my approach. The
hybrid model achieved 99.54% accuracy on real-world live-server log validation
data and 95.08% in recall, consistent with individual models, making it a not-so-
common occurrence. It identified high-risk periods and scheduled the preventive
maintenance. This shows the practical way to bring into predictive IT operations
log analysis using ML techniques, which in turn answers a very direct critical need
for improved reliability of infrastructure. Future work will be pointed toward this
dimension in view of limitations related to dataset scope and sensitivity of models
to changes in log format.

1 INTRODUCTION

Today's IT environment is hybrid clouds and resource deployment cycles that
are ever changing, where failure has become possible (Remil et al., 2023). In the
context of time, downtime approaches the meaning of time away from its prime for
business productivity or profitability as far as an organization is concerned. Very
few stakes are higher because, according to industry surveys, the average cost of
unplanned application downtime is more than $5,600 cost per minute (Kothakapu,
2021). Traditional IT monitoring solutions are rule-based/manual and reactive per
se. An event is then identified whenever a service degrades or fails. Unlike such
methods, big data does not scale in this manner. Therefore, it is time to shift the
paradigm towards proactive, data-driven methodologies. System logs provide a rich
source of information about the behaviors of I'T components (Ram, 2022).

By applying machine learning (ML) to log data, it becomes possible to move
from forensic analysis to predictive insights. Artificial Intelligence for I'T Operations
(AIOps) leverages ML and big data analytics to automate incident management,
with the goal of predicting and preventing outages before they affect users (Roy et
al., 2015; Bhanage et al., 2021).

By past, network management was based on reactive methods, through which
IT teams react to problems when they occur.

One of these approaches has very severe disadvantages. This is predominantly
common since, mostly, it results in longer downtimes as the response is initiated at
the occurrence of a problem. This approach also fails to suffice the speed and scale
in modern network architectures of cloud computing and serverless, with distributed
work environments. Therefore, more and more business organizations are relying
on a more proactive approach and automated solutions in network management
that can predict server downtimes that would obstruct operations before the servers
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