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ABSTRACT

Increasing numbers of people using online resources without precautions is one 
of the main reasons hazardous computer apps evolve quickly. These days, Trojan 
horseback, malware, and worm authors do it for profit rather than fame. So, malware 
problem Computer security now prioritizes detection. Zero-​day malware exploits 
undiscovered holes without detection. Deep learning models, which can analyze 
data in several dimensions and uncover features, are an effective threat detection 
and classification alternative. This chapter examines deep learning-​based malware 
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recognition and categorization for zero-​day vulnerabilities and attack authentication. 
While studying model architectures, data sources, evaluation criteria, and real-​world 
applications, we discuss asymmetrical evasion, comprehensibility, and statistical 
imbalance. The article also explores how graph-​based models, self-​encoder RNN, 
and CNN understand unfamiliar virus behaviors.

1. INTRODUCTION

Intentionally damaging the operating system kernel or other security-​sensitive 
applications or data without the user's knowledge or agreement is the goal of mali-
cious software. A wide variety of malicious software exist, including but not limited 
to computer viruses, worms, and PUP (Bilot et al., 2024). Numerous businesses 
and individuals across the globe are being impacted by cybercrime that employs 
this type of software. New assaults on the online have been created by undiscovered 
varieties of current malware that obscure their activity to elude detection. There 
have been several harmful activities on the web (Guo, 2023). Because there are 
no days between an unknown malware's first attack and its discovery, it is referred 
to as zero-​day malware, which means fresh malware. This kind of attack is also 
known as a zero-​day attack (Nikolopoulos & Polenakis, 2017). Static and dynamic 
analysis is the two primary methodologies to malware detection that are routinely 
used. In static analysis, features are extracted from a program's binary by using the 
file's syntax and structural attributes (Venkatraman & Alazab, 2018). In contrast, 
specific program activities can only be extracted by dynamic analysis of the file 
that is executed while the program is running.

Theoretically, static analysis benefits from information pertaining to structural 
qualities, such as sequences of bytes “signatures” and abnormalities in file content, 
make it faster and more effective than dynamic analysis. Runtime information, 
such a processor's state, might be used for dynamic analysis through the use of a 
control flow graph, which may make it more resistant to malware that obfuscates 
its messages. Several earlier investigations have found that combining the two 
methods yields superior outcomes. Malware authors use a plethora of metamorphic 
and polymorphic obfuscation strategies to stay undetected (Aboaoja et al., 2022). 
Among these methods are a number of approaches that involve inserting dead code, 
rearranging subroutines, transposing codes, replacing instructions, integrating codes, 
and reassigning registers (Zahoora et al., 2022). Furthermore, packers make sure that 
the code can only be examined during runtime by obfuscating the entire program 
(Malhotra & Bajaj, 2016).



 

 

26 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/malware-analysis-and-attribution-in-

human-threat-intelligence/401296

Related Content

Deep Convolutional Neural Networks for Lung Segmentation for Diffuse

Interstitial Lung Disease on HRCT and Volumetric CT
Venkata Chunduri, Shaikh Abdul Hannan, G. Meena Devi, Varun Kumar Nomula,

Vikas Tripathiand S. Suman Rajest (2024). Optimizing Intelligent Systems for Cross-

Industry Application (pp. 335-350).

www.irma-international.org/chapter/deep-convolutional-neural-networks-for-lung-segmentation-

for-diffuse-interstitial-lung-disease-on-hrct-and-volumetric-ct/355756

Broad Perspective of Smart Home Technology in 2024
Joseph M. Schulzand Jack S. Scilla (2024). International Journal of Smart

Technologies (pp. 1-27).

www.irma-international.org/article/broad-perspective-of-smart-home-technology-in-2024/350186

Broad Perspective of Smart Home Technology in 2024
Joseph M. Schulzand Jack S. Scilla (2024). International Journal of Smart

Technologies (pp. 1-27).

www.irma-international.org/article/broad-perspective-of-smart-home-technology-in-2024/350186

AI-Generated Content to Transform Marketing Strategies in the Hospitality

Industry
Akn Akpurand Teoman Erda (2025). Revolutionizing Hospitality Management

Systems With AI, VR, and Machine Learning (pp. 35-56).

www.irma-international.org/chapter/ai-generated-content-to-transform-marketing-strategies-in-

the-hospitality-industry/380401

Designing Business Analytics Projects (BAP): A Five-Step Dashboarding

Cycle
Luiz Pinheiroand Ricardo Matheus (2022). Handbook of Research on Foundations

and Applications of Intelligent Business Analytics (pp. 71-94).

www.irma-international.org/chapter/designing-business-analytics-projects-bap/298462

http://www.igi-global.com/chapter/malware-analysis-and-attribution-in-human-threat-intelligence/401296
http://www.igi-global.com/chapter/malware-analysis-and-attribution-in-human-threat-intelligence/401296
http://www.igi-global.com/chapter/malware-analysis-and-attribution-in-human-threat-intelligence/401296
http://www.irma-international.org/chapter/deep-convolutional-neural-networks-for-lung-segmentation-for-diffuse-interstitial-lung-disease-on-hrct-and-volumetric-ct/355756
http://www.irma-international.org/chapter/deep-convolutional-neural-networks-for-lung-segmentation-for-diffuse-interstitial-lung-disease-on-hrct-and-volumetric-ct/355756
http://www.irma-international.org/article/broad-perspective-of-smart-home-technology-in-2024/350186
http://www.irma-international.org/article/broad-perspective-of-smart-home-technology-in-2024/350186
http://www.irma-international.org/chapter/ai-generated-content-to-transform-marketing-strategies-in-the-hospitality-industry/380401
http://www.irma-international.org/chapter/ai-generated-content-to-transform-marketing-strategies-in-the-hospitality-industry/380401
http://www.irma-international.org/chapter/designing-business-analytics-projects-bap/298462

