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ABSTRACT

In this day and age, cyberspace is rife with exposures generated by people - insider
attacks, clever social engineering phishing schemes, and lurking advanced per-
sistent threats, and each event not only tests company defences but also challenges
the broader security framework of a nation. This chapter draws on an intersection
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of cyber forensics and human intelligence threat, with a forensic-first approach to
provide a foundation to profile, investigate and pursue the people undertaking at-
tacks. You'll observe how behavioural analytics, raw digital evidence, and advanced
artificial intelligence work in concert to depict motivation, strategies, and actions
intruders will employ, as well as their electronic footprints. Here are the sequential
techniques to identify, pin blame, and mitigate these impacts and threats, which rely
on forensic toolkits, network traffic examinations, and digital poison extraction, aka
malware reverse engineering.

1. INTRODUCTION

In a world where cyberspace is dominated by human creativity and psychological
intent, cyber threat attacks diligently contain a human component, and no longer just
automated scripts or malware. Today’s most harmful threat activity is human-driven,
either from malicious insider risks with well-developed access, social engineers
with an understanding of human psychology, or advanced persistent threat (APT)
groups with long-term intent. Threats may impede or avert operations for organi-
zations and can ultimately compromise national security and critical infrastructure.
Generally, cybersecurity capabilities cannot easily defeat potentially sophisticated
human-enabled threats. This chapter articulates a forensic intelligence approach
through the development of a structured framework for investigating human-enabled
cyber threats as a combination of cyber and human-centric threat intelligence that
addresses the research problem, which is outlined below.

1.1. Overview of Human-Driven Cyber Threats

Human-enabled cyber threats fall into an increasingly sophisticated and gener-
ally more dangerous class of cyber threats. Actions taken by individuals or groups
can include thought, targeted actions, and consideration of surrounding conditions.
These threats depend on the human adversary’s cognitive capacity, social engineer-
ing skills, and the planning that goes into the attack (considered as time) within
a set timeframe. Human-enabled cyber threats may include but are not limited to:
insider threats (whether active insider or passive insider), phishing attacks, business
email compromises, and advanced persistent threats (APTs). Each of these threats
includes steps taken by human adversaries to maintain covert access to networks
over long-timeline engagements. Human-enabled cyber-attacks are not designed
simply to gain unauthorized access to systems; they often seek to avoid detection,
to manipulate human behavior patterns, extract sensitive data, serve as a strategic
disruption to operations. One of the most substantive challenges of human-enabled
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