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ABSTRACT

India’s rapid digital transformation, driven by fintech, e-governance, and
smartphone penetration, has created vast opportunities but also height-
ened cyber risks. A 278% rise in state-sponsored attacks and incidents
reported by 83% of organizations makes India one of the most targeted
nations. Threats are evolving—from Ransomware-as-a-Service and state-
backed espionage to supply chain exploits and disinformation campaigns.
Systemic vulnerabilities such as outdated infrastructure, weak regulations,
talent shortages, and poor cyber hygiene amplify risks. Businesses suffer
financial and reputational losses, governments face threats to critical

DOI: 10.4018/979-8-3373-5992-2.ch006

Copyright © 2026, IGI Global Scientific Publishing. Copying or distributing in print or electronic forms without written permission of IGI Global Scientific Publishing is prohibited. Use of this chapter to
train generative artificial intelligence (AI) technologies is expressly prohibited. The publisher reserves all rights to license its use for generative Al training and machine learning model development.

197



infrastructure, and citizens encounter identity theft and fraud. Combating
these challenges requires stronger public-private partnerships, Al-driven
detection, resilientinfrastructure, legislative reforms, and widespread cyber
literacy. Building cybersecurity talent and awareness is vital to mitigate
human-factor risks. India’s digital future is promising, but securing it
demands collaboration, innovation, and proactive defense is essential.

INTRODUCTION

India is undergoing rapid digital transformation since launch of Digital
India Program in the yrear 2015. India is determined to make a digitally
empowered society by rapid adoption of fintech solutions, e-governance
platforms, and smartphones. Digital transformation is indeed revolution-
izing the way individuals and businesses interact with technology. In past
decade, fintech has become anintegral part of the Indian economy, providing
citizens with accessible financial services and facilitating transactions with
ease. Thisboomis evidenced by widespread proliferation of digital payment
platforms like Paytm, PhonePe, and Google Pay, which have become the
most common way to make payments across the nation. These platforms
leverage mobile technology, which has seen unprecedented growth in
India, with the country boasting over 1.15 billion mobile subscribers as
of December 2024 according to Telecom regulatory Authority of India.
Alongwith digital transformation, e-governance, too, is transforming the
public administration landscape, offering citizens streamlined access to
government services and information. Initiatives like the Aadhaar project
and the Digital India campaign aim to enhance transparency and efficien-
cy in governance, further embedding digital practices into everyday life
(Sharma, Jamwal, & Agrawal, 2025).

However, this digital revolution brings its own set of challenges. In past
few years India has seen steep rise in cyberattacks. Between October 2023
and September 2024, India experienced more than 369 million malware
incidents—averaging approximately 702 potential threats each minute.
This surge highlights a deeper, systemic challenge, with cybercriminals
employing advanced tactics and aggressively targeting any available vulner-
abilities (Tripwire, 2024, May 6). In the first half of 2024, India witnessed

198



18 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/chapter/the-evolving-cyber-threat-landscape-in-
india/399992

Related Content

Licensing Terms for loT Standard-Setting: Do We Need “End-User” or
“License for All" Concepts?

Matt Heckman (2019). Corporate Standardization Management and Innovation (pp.
204-217).
www.irma-international.org/chapter/licensing-terms-for-iot-standard-setting/229307

The Evolving Cyber Threat Landscape in India: Trends and Implications
Pallavi Kudaland Rahul Waghmare (2026). Policies Against Fraud and Cybercrime:
Strategic, Legal, and Technological Approaches (pp. 197-216).

www.irma-international.org/chapter/the-evolving-cyber-threat-landscape-in-india/399992

Web Services Composition Problem: Model and Complexity

Fahima Cheikh (2013). IT Policy and Ethics: Concepts, Methodologies, Tools, and
Applications (pp. 1400-1424).
www.irma-international.org/chapter/web-services-composition-problem/75084

Beyond the "Point of No Return": Constructing Irreversibility in Decision
Making on the Tetra Standard in Dutch Emergency Communication

Anigue Hommelsand Tineke M. Egyedi (2010). International Journal of IT Standards
and Standardization Research (pp. 28-48).
www.irma-international.org/article/beyond-point-return/39085

From Patent Hold-Up to Patent Hold-Out?
Marie Barani (2016). International Journal of Standardization Research (pp. 1-19).

www.irma-international.org/article/from-patent-hold-up-to-patent-hold-out/165131



http://www.igi-global.com/chapter/the-evolving-cyber-threat-landscape-in-india/399992
http://www.igi-global.com/chapter/the-evolving-cyber-threat-landscape-in-india/399992
http://www.igi-global.com/chapter/the-evolving-cyber-threat-landscape-in-india/399992
http://www.irma-international.org/chapter/licensing-terms-for-iot-standard-setting/229307
http://www.irma-international.org/chapter/the-evolving-cyber-threat-landscape-in-india/399992
http://www.irma-international.org/chapter/web-services-composition-problem/75084
http://www.irma-international.org/article/beyond-point-return/39085
http://www.irma-international.org/article/from-patent-hold-up-to-patent-hold-out/165131

