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ABSTRACT

The deployment of software-defined networking (SDN) in distributed Kubernetes environments
across fog and cloud systems introduces complex security challenges. Traditional approaches often fail
to ensure secure, resource-efficient control-plane operations and verifiable node coordination at scale.
This study proposes a three-layered security framework: (a) flexible control plan (FCP) integrates
lightweight SDN controllers with runtime attestation for trusted execution in resource-constrained
fog nodes; (b) secure software-defined offloading (SSDO) enforces encrypted, policy-driven
inter-node communication and signature verification to prevent unauthorized coordination; and (c)
sentinel-adaptive intrusion detection (SAID) uses an unsupervised deep learning autoencoder to
detect anomalies and identify zero-day threats. Combined, these layers offer scalable, adaptive, and
real-time security for distributed SDN-Kubernetes environments.
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INTRODUCTION

The rapid development of distributed computing paradigms like fog and cloud computing have
transformed how modern digital infrastructures operate in the new era of scalable, low latency, and
responsive services. Applications that require real-time processing and/or significant data management
are now dependent on fog and cloud computing paradigms such as autonomous vehicles, industrial
automation, and smart cities (Babou et al., 2024). At the heart of these systems is software-defined
networking (SDN), a transformative way of managing networks that provides the ability to separate
the control and data plane, enables centralized control, and provides for dynamic behavior of the
network (Jin et al., 2025; Scano et al., 2023). The evolution of SDN is in conjunction with cloud
and fog environments in fact, in recent years, Kubernetes has become the orchestration behemoth
for fog-cloud ecosystems, enabling automatic deployment, scaling and operation of containerized or
virtualized applications across multiple distributed nodes in many fog-cloud environments (Arzo et
al., 2024; Sellami et al., 2022). The emergence of SDN, Kubernetes, and new distributed computing
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environments create numerous new and complicated security issues for the user, especially with
respect to the availability, confidentiality, and integrity of the SDN controllers (Zeydan et al., 2022).

SDN controllers serve as the brain of the network, making it a high-value target for adversaries
who seek to disrupt or manipulate network operations (Appari, 2022). In a typical distributed
Kubernetes deployment, where workloads are distributed across fog and cloud layers, SDN controllers
may be deployed across the network domain(s). The controllers will fail into the degrees of differing
enforcement levels and security trusts, which increases surface risk considerably (Alamer, 2021).
Since the SDN controller can be seen as a centralized tension point, it creates more attack surfaces
of man-in-the-middle, denial-of-service, session hijacking, and unauthorized pending access attacks,
in particular (Batewela et al., 2025). The impermanence of containerized deployments makes this
risk even more challenging; ephemeral services, the constantly shifting network topologies and
multi-tenancy situations introduce complexities into the intrinsic behaviours of the security policies
that previously used to be instantiated (Carmona-Cejudo et al., 2023; Paolucci et al., 2021). The
requirement to deploy situational environments and new attack vectors leads to an urgent need of
an end-to-end security framework of SDN controllers which perform in distributed Kubernetes The
security framework of Software-Defined Networking (SDN) controllers should comprise secure
communication channels, robust authentication and authorization mechanisms, clearly defined policy
enforcement domains, and resilience against both internal threats and externally identified adversaries
(Prasanth & Uma, 2025). Nevertheless, from a security perspective, modern systems should move
beyond traditional perimeter-based security, which assumes implicit trust within network boundaries,
and instead adopt zero trust principles, where every access request is continuously verified. This
approach enables consistent security enforcement in dynamic Kubernetes environments, including
service mesh deployments and application programming interface (API) management layers. An
application programming interface (API) is a standardized set of rules and protocols that enable
communication and data exchange between software components and services. Fine-grained identity
management and architecture are also emerging technologies which can be used as a solution to ensure
that security can be handled easily.

Moreover, the integration of security into the orchestration and lifecycle management of SDN
elements into Kubernetes environments necessitates a smooth integration between the container
orchestration platform and the network layer (Pedone et al., 2021). Security involves automated
certificate management, secure API gateways, encrypted service meshes, and audit logging. Also
consider the unique characteristics of fog computing nodes, which are typically resource-constrained,
have unreliable connectivity, and generally require lightweight and adaptive security protocols
(Nunez-Gomez et al., 2021; Sami et al., 2021). This paper will examine the architectural design and
implementation of end-to-end security for SDN controllers in distributed Kubernetes environments
deployed over both fog and cloud infrastructures (i.e., cloud edge computing). A layered security
approach is proposed, encompassing the use of cryptographic primitives, container-level isolation,
runtime security tools, and adaptive threat detection to secure SDN controllers by reducing the number
of attack vectors while sustaining the level of performance and agility that fog-cloud systems promise.
We also analyze the relevant threat models and security mechanisms and discuss how these mechanisms
can be integrated into a software-defined network to contribute a secure-by-design approach to
managing software-defined networks in the next generation of distributed computing environments.

Such values of degradation are supported by a variety of unbiased measures (Batista Jr et al.,
2021) with up to 18% latency inflation in SDN-Kubernetes orchestration through control-plane
synchronization overhead and with more than 20% spoofing vulnerability in case of distributed
controllers without runtime verification (Singh et al., 2022). Equally, as pointed out by Javanmardi et
al. (2023), containerized SDN deployments with the fog workload always report false-positive rates of
more than 12% using the traditional support vector machine (SVM)-based intrusion detection system
(IDS), indicating the dire need to bridge the gap between adaptive and integrated security mechanisms.

This paper's contributions include the following:
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