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ABSTRACT

With the rapid growth of digital technologies, many key human rights have been 
called into question. The chapter looks at how new digital tools such as artificial 
intelligence, surveillance systems, and algorithms raise issues related to privacy, 
equality, and freedom. Although digitalization leads to more opportunities for people, 
it also worsens inequality and causes new difficulties in regulating activities, mainly 
in weak regions. Drawing on both ethical values and research methods, the chapter 
analyzes the effects of digital technology on both people’s rights and the account-
ability of organizations. It also looks into different rules for global governance, the 
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obligations of companies, and laws that try to protect civil rights in the present day. 
The chapter suggests ethical ways for societies to use digital technologies, and it 
looks at the future with a focus on human rights.

INTRODUCTION

Both technological development and the digital revolution transformed not only 
the daily life and work processes, as well as the principles of communication, but 
the standards according to which the human rights are conceptualised, defended, 
and challenged (UNESCO, 2021; OECD, 2022). The rapid proliferation of digital 
technology into the healthcare, educational, governance, commerce, and security 
sectors has made the nexus of digital innovation and human rights an urgent and 
more complex issue than has existed in any historical period (UNESCO, 2021; 
OECD, 2022). On the one hand, the promises that digital technologies offer include 
inclusivity, efficiency, and transparency, as they are able to free up new avenues 
of access, participation, and empowerment. However, conversely, they introduce 
additional threats and dangers, such as prevasive surveillance, algorithm discrim-
ination, abuse of individual data, and intensification of socioeconomic disparities 
(Zuboff, 2019; Foucault, 1991). This two-​sided nature of the digital age as both 
empowering and limiting is a paradox to societies of the present times. The internet 
and digital platforms increase what citizens can access online and open up access 
to democracy, but at the same time, they threaten the fundamental principles of 
democracy with data monopoly, online privacy violations, and influence of algo-
rithmic rankings. The concentration of power among the world technology giants 
is further diminishing the role of government and the population in defending the 
rights that were initially developed in a significantly different political and techno-
logical environment (De Hert and Papakonstantinou, 2021). The establishment of 
the human-​rights systems, including the Universal Declaration of Human Rights 
(UDHR, 1948) and the human-​rights treaties that came later, were shaped during 
the post-​war and decolonisation period. These tools were reacting to transgressions 
that were mostly physical, observable and territorial. Conversely, the digital age has 
created violations that are not tangible, not geographical, and frequently invisible, like 
the harvesting of personal information, predictive profiling, and foreign surveillance 
activities (Hyliaka, 2021; Ahmed and Shaheen, 2024). Current legal frameworks 
are also not sufficient to address these challenges because digital sovereignty un-
dermines the jurisdictional capacity of nation-​states and puts the power in the hands 
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