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ABSTRACT

The digital transformation of cities into smart urban ecosystems creates a vast and 
complex cybersecurity attack surface. This paper provides a foundational survey of 
this threat landscape, systematically deconstructing the smart city’s anatomy from a 
security perspective. We analyze inherent vulnerabilities within key technologies like 
IoT, 5G/6G, AI, and cloud/edge computing. The survey presents a multi-​dimensional 
taxonomy of threats, classifying them by attacker intent, target asset, and vector, 
while examining domain-​specific vulnerabilities in transportation, energy, and 
healthcare. A forward-​looking analysis of emerging threats is also provided. The 
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objective is to establish a comprehensive, structured understanding of the threats 
themselves, offering an essential baseline for researchers, practitioners, and poli-
cymakers dedicated to securing the cities of tomorrow.

1 INTRODUCTION

The 21st century is defined by an inexorable shift towards urbanization, a trend 
that places immense pressure on city infrastructure, resources, and governance 
models. In response, municipalities worldwide are embracing the paradigm of the 
smart urban ecosystem, leveraging information and communication technologies 
(ICT) to fundamentally reimagine city operations and enhance the quality of urban 
life (Hollands, 2020). This transformation is driven by pressing socio-​economic 
needs: the demand for sustainable energy consumption, the necessity of efficient 
and multimodal transportation, the call for more responsive public services, and 
the imperative to ensure public safety in increasingly dense population centers. The 
smart city, therefore, is not merely a technological pursuit but a strategic response 
to the core challenges of modern urban living.

These ecosystems are built upon a sophisticated, layered architecture of sensors, 
networks, data platforms, and applications, all powered by a convergence of powerful 
technologies. The Internet of Things (IoT) forms the nervous system, with billions 
of sensors collecting real-​time data on everything from traffic flow to air quality. 
High-​speed communication networks, particularly 5G and the forthcoming 6G, pro-
vide the ubiquitous connectivity essential for processing this data deluge. Artificial 
Intelligence (AI) and Machine Learning (ML) act as the brain, analyzing patterns 
to optimize services, predict failures, and automate decisions (Meijer & Bolívar, 
2016). While this digital evolution offers immense benefits, it intrinsically introduces 
a complex and expanding array of cybersecurity risks. The very technologies that 
enable urban intelligence also serve as potential entry points for malicious actors, 
creating a dual-​use dilemma.

Each connected device and automated service enlarges the digital attack surface, 
making cities vulnerable to a wide spectrum of malicious activities (Rejeb, Suhaiza, 
Rejeb, Seuring, & Treiblmaier, 2022). The consequences of security failures in these 
cyber-​physical environments transcend typical IT incidents. A compromised power 
grid, a manipulated traffic control system, or a breached public health database can 
have immediate and severe physical-​world consequences, disrupting critical infra-
structure, compromising public safety, and eroding the fundamental trust between 
citizens and their governance (Cavoukian et al., 2009). Therefore, a granular under-
standing of the threat landscape is not merely a technical exercise but a prerequisite 
for building resilient and trustworthy smart cities. This paper addresses this need 
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