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ABSTRACT

Despite millions crossing the border, the right of mobility has been restricted in
lieu of states’ discretion based on their sovereignty. This brings the authors to the
age-old debate on mobility and border control. Amidst the tussle between the human
right of mobility and the sovereign right of nation-states, the role of technology
continues to influence the security lens of nation-states’ borders. Recently, the EU,
USA, Canada, Australia and other host countries installed digital border measures.
A cross jurisdictional study of the above mentioned four jurisdictions highlight the
surveillance and information-sharing system deployed at borders. The aim of the
chapter is to assess the systemic efficiency of Digital Border Governance in Global
North and South as means of securitization. Digital border governance brings an
inevitable risk of abuse of data obtained at borders which can be remedied only via
means of an inclusive regime built on the three pillars of fairness, transparency,
and cooperation.
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INTRODUCTION

The connection of migration and security issues has been a phenomenon of
interest to normative theorists, especially for the multidimensional practices that
are involved in managing the migration of people in the present-day securitiza-
tion. Nations not only control migration to settlements but also attempt to control
movements globally to mitigate any possible attempts to settle (Saunders, 2025).
The political and social systems in migration studies manifest a unique interplay of
rules, regulations, customs, and devices, which provides us with two sides of the
story: inclusion and exclusion of Migrants. The normative theorists have decided
to use the ‘principle of exclusionary logic’ in migration by classifying migrants
as “outsiders” without scrutinizing real security threats (Foblets et al., 2018). The
digitalization of physical border controls has opened new political dimensions of
balancing sovereign rights and individual rights over identity control, instead of
security. The smart borders have proliferated across the developed economies (Maze
& Perret, 2021). Mignolo (2011) says decolonial thoughts arising from the shared
experiences are raising new challenges against Western-centric epistemologies. The
practice of border thinking challenges the tenet of there being no alternative ways
of thinking outside Western epistemology. These borders have turned into ‘liquid
border’ moving beyond solid walls to operate as filters of labor through networked
forms of control (Mezzadra, 2021).

The recent phenomenon of control mechanisms exemplifies a transition from
older forms of border control, wherein the focus of border control has shifted from
territorial considerations to populations, to maximize the good and diminish the
bad circulation. As a result, the State regains control via the newer mechanisms and
techniques of borders (Trauttmansdorff, 2023). This transition is deeply rooted in
the notion of Foucault’s (2009) concept of Biopolitics; biopolitical tools solidify
personal or group identity by connecting them to physical discourses in terms
of diet, medicine, reproductive behavior, demographic policies, and food secu-
rity (Makarychev & Yatsyk, 2017). The ideological neutrality of character often
changes into a manipulative tool of the state (Blake, 2023). In this context, Colman
(2016) emphasized that Digital biopolitics exhibits the growing union of human
body and digital technology, allowing us to understand the mechanisms of Digital
Border Control governing the interaction between human agency and technology
as a privileged instrument of the West to dominate border control debates. Digital
Border Governance is enforced through techniques and mechanisms, characterized
by technological features, such as traceability, hyper-documentation, and Risk
Profiling. These features make physical borders ironically delocalized and spatially
diffused. However, these smart borders are primarily dominated by the Globaliza-
tion of Control wherein the border control policies reflect surveillance capitalism
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